Part Il User’'sGuide

Chapter 4: Accessing Kerberized Machines (Fermilab-Supported Methods)

In this chapter we discuss accessing systemsin the FNAL.GOV realm from
UNIX, Windows and Macintosh machines using the methods recommended
and supported by the Fermilab Computing Division. We cover logging in at
the console, connecting over the network, and using portal mode.

Chapter 5: Using your CRYPTOCard

A CRYPTOCard is a calculator-style, battery-powered device used for
generating a single-use password (required for access from a non-Kerberized
machine). In this chapter we describe how to use and care for your
CRYPTOCard.

Chapter 6: Logging In from Off-Ste

In this chapter, we discuss what off-site users are required to do in order to
access Fermilab's strengthened realm, and some of the issues they may
encounter.

Chapter 7: Accessing Kerberized Machines (Community-Supported Methods)

In this chapter we discuss accessing systemsin the FNAL.GOV realm from
UNIX, Windows and Macintosh machines using programs or operating
systems not supported at Fermilab.

Chapter 8: Troubleshooting your Authentication Problems

This chapter isintended to help users who are having trouble authenticating to
Kerberos and logging in to Kerberized machines. We include information that
should help you figure out what’s causing your problem, and to fix it.

Chapter 9: Using Kerberos

This chapter provides the basic information you need in order to manage your
Kerberos tickets and work in a Kerberized environment. In particular, we
cover ticket options and management, and account access files. The Kerberos
commands and features of Kerberized network programs are documented in
Chapter 12: Kerberos Command Descriptions and Chapter 13: Network
Programs Available on Kerberized Machines, respectively.

Chapter 10: Miscellaneous Topics for the User

In this chapter we document a variety of common operations that work
differently in the Fermilab Kerberized environment.
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Chapter 4: Accessing Kerberized Machines

(Fermilab-Supported Methods)

In this chapter we discuss accessing systemsin the FNAL.GOV realm from
UNIX and Windows machines using the methods recommended and supported
by the Fermilab Computing Division. We cover logging in at the console,
connecting over the network, and using CRY PTOCards with portal mode.

‘ Very important note: Any time you' re about to enter your Kerberos password,
first verify that you' re using the host’s directly-connected keyboard! On rare,
necessary 0ccasions you may transmit your password over an encrypted
network connection, but thisis not to be done on aregular basis. See Chapter
11: Encrypted vs. Unencrypted Connections for information.

4.1 Trying Out Kerberoson fnkerb.fnal.gov

Asof July 2, 2001, the Computing Division has set up a mixed-mode
Kerberized Linux system in the FNAL.GOV strengthened realm for use by all
Fermilab employees and users, local and remote. Mixed-mode is explained
below. Thismachineisavailable for usersto test basic Kerberos functionality
and to change passwords if no local machine isavailable. The machine name
Isfnkerb.fnal.gov, and it is accessible to everyone who has an account on
fnalu.

As of October 23, all the fnalu nodes are Kerberized in mixed-mode, the same
asfnkerb. For information specific to fnalu, go to the Srong Authentication at
Fermilab page (ht t p: / / ww. f nal . gov/ docs/ st rongaut h/ ), and
click on FNALU in mixed-mode Kerberos phase or see the html pages for one
of the tutorials.

The fnkerb system is configured to use AFS asalogin area. Itisconfiguredin
mixed-mode, which means it allows the following access methods:

* non-Kerberized ssh with your AFS password (Kerberos principal not
required for ssh logins)

* Portal mode via CRY PTOCard via non-Kerberized versions of telnet, ftp
(see section 4.5 Connecting from a NonKerberized Machine: Portal
Mode).
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* Kerberos via Kerberized versions of telnet, ftp, rsh, rlogin, and rcp (see
sections 4.3 Connecting from One Kerberized Machine to Another, 4.7
Logging In Through WRQ® Reflection Software from Windows, 7.2
Logging In from a Macintosh)

Please note the following:

* Fnkerb has alimited lifetime; it will be shutdown on or soon after

December 18, 2001.

» We ask that you limit your activities on fnkerb to acquainting yourself
with Kerberos. The system is not configured to support general user
activities (e.g., web browsing, reading email) or physics analysis. No
batch facilities, CV S respositories, etc., are available.

* All questions about K erberos and its use on this system should be directed
to helpdesk@fnal .gov or kerberos-user s@fnal.gov.

* Issues with the operating system on fnkerb should be reported to
hel pdesk@fnal .gov.

* Support on fnkerb is available Monday through Friday, 9:00 to 5:00.

4.2 LoggingIn at the Console of a Kerberized
UNIX Machine

4.2.1 Using Sandard UNIX Login Program

If your desktop machine is running the standard login program, log in at the
console normally, entering your standard UNIX password (note that if your
machine runs AFS, your UNIX and AFS passwords may be the same). The
standard login program does not accept your ker beros password. You heed to
run Ki nit after logging in to obtain your credentials. The credentials
should then get forwarded to other strengthened machines normally. The
kerberoslogin program is not installed by default with the ker ber os product.

4.2.2 Using Kerberos L ogin Program

If your desktop machine s configured to use the ker ber os login program?, you
can authenticate to Kerberos at login by entering your Kerberos password at
the password prompt. You do not need to run ki ni t after login. (You can
still login using your UNIX password, then run ki ni t to get Kerberos

1. Not applicable to IRIX systems, or to Linux and Solaris if using the GUI login box.
The login program isn’'t run in these cases.
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tickets, if youwish.) Anadvantageto using the kerberoslogin programisthat
it checksthe / et ¢/ kr b5. conf filein which you or your system
administrator can set defaults for Kerberized applications.

4.2.3 If you don’t have a principal yet...

Note that if you have an account and a standard UNIX password on a machine
(inthe passwd file or NISmap) but no principal or Kerberos password, you
can still log in at the console. (From any terminal other than the console, the
Kerberized machine looks for existing Kerberos credentials, and respondsin
portal mode if none are found; you have no option to enter your UNIX
password.) However, once logged in, you cannot make outbound connections
from there since Kerberized services are unavailable to you.

You can use ssh to log into machines running mixed mode Kerberos, as
described in section 4.2.4 Machines Running Mixed Mode Kerberos.

4.2.4 Machines Running Mixed M ode K erberos

Machines that are Kerberized in mixed-mode allow logins via ssh for users
who don’'t yet have aKerberos principal. Thisisin addition to allowing login
viaKerberized services or CRYPTOCard. Mixed-mode machines on the
Fermilab site will convert to full Kerberos by the end of 2001.

The FNALU nodes are in mixed-mode until December 4, 2001, at which time
they will become fully Kerberized. See

http://ww. f nal . gov/ docs/ st rongaut h/ m sc/ f nal uker ber
os. ht M for moreinformation on FNALU.

4.3 Connecting from One Kerberized
Machineto Another

Make sure you have forwardable credentials on your desktop machine, then
run the Kerberized version of the connection program you want to use (ssh,
dlogin, telnet, rsh, rlogin, rcp, scp or ftp) to connect and forward your
credentials to the target machine. Forwarding is described in section 9.2.4
Forwarding Tickets. The Kerberized features of these programs are described
in Chapter 13: Network Programs Available on Kerberized Machines.

Donotrun ki nit over the network to authenticate on the remote machine.
Asof Kerberosvl 5, ki nit isequippedwith awarning that appearsif the
userid issuing the command doesn’t own the console device. It is designed to
help users avoid typing their password inadvertently over the network.
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Assuming your credentials get forwarded to the target machine, you should be
automatically recognized and authenticated there; you should not be prompted
for your Kerberos password.

A few notes:

* If the usernames on the machines differ, usethe - |
<t arget host | ogi n_nanme> option; e.g., ssh -|
<t arget _host _| ogi n_nane>.

« If ticket forwarding has been set “off” for your system, and you want to
connect to a Kerberized machine with ticket forwarding turned on, use the
appropriate option, e.g.,, -f or - F fortelnet, rsh,andrlogin (- F
marks them reforwardable whereas - f doesnot).

* If ticket forwarding has been set “on” for your system, and you want to
connect to a Kerberized machine with ticket forwarding turned off, use
the appropriate option (e.g., - N for telnet, rsh, rlogin, and rcp, or - k
for Kerberized ssh). Forwarding isdescribed in section 9.2.4 Forwarding
Tickets.

Warning! If your on-site Kerberized system accepts a reusable login password
over the network (even on an encrypted connection), thisis aviolation of the
Fermilab Policy on Computing (see

http: //ww. f nal . gov/ cd/ mai n/ cpolicy. htm).

4.4 Connecting via Kerberized SSH

Any machinesthat are sited at FNAL and that wish to use ssh will be required
to use Kerberized ssh (availablefromft p: //ftp. fnal . gov/ KI TS/ as
sshvl 2 27gor higher) asof the start of calendar year 2002. Non-Kerberized
sshis not permitted on these machines.

With both ker beros and Kerberized ssh installed on your machine, make sure
you have a Kerberos ticket, then run the Kerberized version of the connection
program you want to use (e.g., ssh, slogin, or scp) to connect to aremote
Kerberized host. The Kerberized options for these programs are described in
Chapter 13: Network Programs Available on Kerberized Machines. You do
not get prompted for your Kerberos password during login.

Ssh encrypts the connection by default typically (check your configuration).
You can dwaysusethe - ¢ <ci pher > option to ensure encryption.

4-4
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4.5 Connecting from a NonKerberized
Machine: Portal Mode

45.1 About Portal Mode

At Fermilab, strengthened machines are configured to respond in portal mode
when requests for access come from machines outside the trusted realm®. In
portal mode, the Kerberized machine acts as a secure gateway into the
strengthened realm, requiring a single-use password for authentication. This
avoids transmission of reusable clear-text passwords over a potentialy
unprotected network. The non-reusable authentication method for portal mode
that the Computing Division currently supports is CRY PTOCard.

Once you'’ ve logged on successfully through the portal, the KDC “knows who
you are”, and the machine obtains your Kerberos credentials for you. You are
not required to provide your Kerberos password when making further
connections to other machinesin the FNAL.GOV ream. If you need to
reauthenticate, run the command new- portal -ti cket. Thisprovidesa
portal mode prompt.

4.5.2 About CRYPTOCard

Fermilab isimplementing portal mode using CRY PTOCard technology. A
CRY PTOCard isacalculator-style, battery-powered device used for generating
a single-use password.
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To read more about what a CRY PTOCard is and how it works, see Appendix :
Using your CRYPTOCard. To request one (or to request CRY PTOCard
software for Palm Pilot -- not currently available), fill out the online form
Formto Request Kerberos Principal and/or Related Items at

http: // ww. f nal . gov/ cd/ f orns/ strongaut h. ht nl . When you
get your CRY PTOCard, go back to Chapter 5: Using your CRYPTOCard for
information on how to use it and take care of it.

Two notes:

1. ...or from atrusted realm, if credentials don’t grant you access to your account
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* No special hardware or software is required on the nonK erberized
machine for CRY PTOCard use.

» The CRY PTOCard login code assumes that the user’s login name and
principal match. If yoursdon’'t match, you won't be ableto log in using
this method.

4.5.3 Programsfor Initiating CRYPTOCard Login

To log on to a machine in the FNAL.GOV realm from your nonK erberized
machine, run any of the following commands:

% ssh <host >
% sl ogi n <host >
% t el net <host >

% ftp <host>

as usual (the standard, nonK erberized version of the program, as the
Kerberized version is not available on nonK erberized machines).

Two notes regarding the use of ssh and slogin with CRY PTOCard:

» The Kerberos login program supports ssh only when no command
argument isgiven, i.e.,, when it is effectively equivalent to slogin.
Fundamentally, the only ssh program supported is login.

* The Kerberized sshd on the remote host prompts for an ssh password

before displaying the CRY PTOCard challenge. Just press Return for the
ssh password, don’'t enter any characters.

* During the FNALU mixed-mode transition period, ssh and slogin to an
FNALU node from anonK erberized machine will not give CRY PTOCard
prompt. You will use your AFS password to gain access.

After you issue the network command, the remote host will prompt you to
provide a non-reusable password rather than your Kerberos password:

Press ENTER and conpare this challenge to the one on your

di splay: [12345678]

Enter the displayed response:
Use your CRY PTOCard to provide this password, as described in section 5.5
Log in Using CRYPTOCard (the First Time), section 5.6 Log in Using
CRYPTOCard (Subsequently), or briefly in section 4.5.4 Summary of the
“Normal” Login Sepswith CRYPTOCard.

Notes:

* Never type your Kerberos password over aCRY PTOCard telnet session!
The connection is not encrypted.

* You may type your password infrequently over an encrypted
CRY PTOCard ssh/dlogin session.
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e rsh, rlogin, rcp and scp are not available for portal mode.

4.5.4 Summary of the“Normal” Login Stepswith CRY P-
TOCard

The full description of using a CRY PTOCard is given in Chapter 5: Using
your CRYPTOCard. Assuming you've read that, thisisjust areminder!

1) CRYPTOCard: ON, [PI N, ENT, ENT, ENT

2) Host: Run t el net <host name> or ftp <host name>and
provide your principal.

3) Host: type response, press RETURN

4) CRYPTOCard: OFF

If you want to generate another response before turning it off, just pressENT
again threetimes (onceto get past the Fer mi | ab id, onceto display the next
challenge, and once to display the response).

4.5.5 Portal Mode FTP when you can’t see the Challenge

If you' re doing portal mode FTP with aclient that does not show you the
output text from the server (e.g., FTP under emacs or from avariety of
Windows FTP clients), it won't display the challenge string. In this case, go
ahead and use your CRY PTOcard anyway, and enter the response as your
password. Thisworksif your card isin sync with the KDC, which should
generally be the case.

If you're using the WRQ® FTP client with standard (nonK erberos) security,
select VIEwW > COMMAND WINDOW to see the CRY PTOCard challenge.

If the FTP login isunsuccessful, you need to synchronize your card. To do so,
start atelnet connection, and type the displayed challenge into your
CRYPTOCard. Then disconnect the telnet session BEFORE you enter the
response so that you saveit for your FTP session! Otherwise the response will
get used and you' |l be out of sync again.
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4.6 Loggingintoa UNIX Account that’s not
your own

If you wish to log into an account for which your loginid is different from your
principal name (e.g., agroup account), your principal must be listed in either
the . k5l ogi n orthe . k5users file(ksu only) of the target account. See
section 9.3.1 The .kSlogin File.

First log in to your own account on a Kerberized machine and obtain
credentials as usual, then connect to the target account after you're
authenticated. If the target account is on a different machine, simply connect
to that machine using one of the Kerberized connection utilities, and use the
-1 <l ogi n_nanme> option where <I ogi n_nane> isthetarget account
name. If the account ison the same machine, use ksu <I ogi n_nane>.

4.7 Logging In Through WRQ® Reflection
Softwar e from Windows

4.7.1 Authenticate Locally viathe Kerberos Manager

The Reflection Kerberos Manager program authenticates you to Kerberos
and supportsticket forwarding. Thismeansit obtainsan initial Kerberosticket
for the principal on the tab chosen®, and you, as that principal, can freely
connect to Kerberized machines without needing to type your Kerberos
password again.

Navigate to START > PROGRAMS > REFLECTION > UTILITIES > KERBEROS
M ANAGER to open the Reflection K erberos M anager application.

1. You may have one for PILOT.FNAL.GOV and for FNAL.GOV.
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@, Reflection Kerberoz Manager

LCredentialz Miews  Toolz  Configuration Help

& =) x5 w2

v sheavey@FNALGOY | [ Hidden Profies

~ Principal profile
- Set s [efaulf F'ru:ufilel
Full principal name |aheavey@FN.&L.GDV
Tickets
Service | Walid Uil
Authenticate. .. Eenew Ticket [Eleaniskets:

Choose your principal that corresponds to the default realm of the target
machine. Click AUTHENTICATE.

futhenlicatn K E
Frincipal
ESE (=]
Licket Watme: Cancat

7 2 how [0 mirutes [7 = seconds Hele |

Tickid oplisnt
¥ Foowadatis
F arsiisntbs: dudilion

17 2 daye [0 M o 7 2 mrwides

* Verify or change TICKET LIFETIME (if you give avalue greater than the
KDC limit of 23 hours, the renewable lifetime will be set to 23 hours)

» Check FORWARDABLE in order to forward your ticket to target host
(besides forwarding your Kerberos ticket, it's necessary in order for an
AFS token to be automatically generated when you connect to a system
running AFS)
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* To set your ticket as renewable, enter anon-zero time for RENEWABLE
DURATION (if you give avalue greater than the KDC limit of seven days,
the renewable lifetime will be set to seven days). The AFS token you get
will have alifetime equal to the Kerberos ticket’s renewabl e duration.

Click OK, and provide your Kerberos password at the prompt. Back on the
KERBEROS MANAGER window, you should see the new ticket-granting ticket
(TGT) krbt gt/ FNAL. GOV@-NAL. GOV.

@ Reflection Kerberos Manager

LCredential:  Wiew Toolz: Configuration  Help

B =] et we|

v aheavey@FNAL GOV | 3 Hidden Profles

r— Principal profile

- Setibe [Wefaut Prnfilel
Full principal name |aheavey@FN.&L.GDV
HModify. .. |

Ticketsz

Service | wealid Until |
krbtgt/FMAL GOV@FMAL, GOV 11:38:384M  Saturday, Octaber 20, 20..

Eenew Ticket | Clear Tickets |

If you receive an error message instead, check that the above steps were
followed correctly and that you typed the right password. If you continue to
receive an error message, send the exact error message text to

ni ght wat ch@ nal . gov together with the date and time of the error and
the IP address of your system.

Once you run Reflection K erberos Manager and authenticate, you do not
need to keep the application active; you can exit and continue to log in to
Kerberized machines. The authentication isvalid for the lifetime of the ticket.

When you have finished your session and disconnected from all Kerberized
machines, it's important to prevent another user at your machine from using
your tickets. Bring up the application again and clear your tickets by clicking
CLEAR TICKETS 0n the REFLECTION KERBEROS MANAGER window. You
can automate this by clicking CLEAR ALL TICKETS ON SHUTDOWN on the
CONFIGURATION menu.
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4.7.2 Run atelnet Session to Kerberized Host

To use the WRQ® Reflection telnet client to access machines in the
strengthened realm, you first need to set (and save) a separate telnet
configuration for each host with ticket forwarding set. The configuration
procedure is outlined in section 19.6 Configuring WRQ® Reflection telnet
Connections.

To run an Xwindows session, see section 10.1.2 Windows NT4/98/95.

Start the Reflection Kerberos Manager first to authenticate, as explained in
section 4.7.1 Authenticate Locally via the Kerberos Manager. The easiest
way to start a session isto make a short cut for your telnet configuration file,
and just double-click onit. Otherwise, to start your session:

» Navigate to START > PROGRAMS > REFLECTION > HOST - UNIX AND
DIGITAL.

* On the REFLECTION FOR UNI X AND DIGITAL window, select FILE >
OPEN.

* Double click on thefilein your REFLECTION folder corresponding to the
host to which you want to connect. (If you haven't already authenticated
you will be prompted to provide your Kerberos password.) 1t will bring
up aVT window and log you in:

IS5, C:AWINNT\Profiles\All Users\Start Menu\Reflection Sessions

File Edit “iew Help
IaHeflection Sessions j =]

5 ] bidlirnusE1. fnal. gos
uﬁ A1 bidlinux61.fnal.gov - Reflection for UNIX and Digital
ﬂt! File Edit Connection Setup Macio ‘Window Help

DR & = |a|[D] » oW

b|l@f o X

| v

Red Hat Linux release 6.1 (Cartman)
Kernel 2.2.12-20f1 on an iG686

HARNING NOTICE!

This is a United States Department of Energy computer system, wuhich may be
accessed and used only for official Government business by authorized
personnel. Unauthorized access or use of this computer system may subject
violators to criminal, civil, and/or administrative action.

fill information on this computer system may be intercepted, recorded, read,

copied, and disclosed by and to authorized personnel for official purposes,

including criminal investigations. fAccess or use of this computer system by

any person, uhether authorized or unauthorized, constitutes consent to these
terms.

The Fermilab Policy on Computing, including authorized use, may be found at
http://uuu. fnal.gov/cd/main/cpolicy. html.

Terminal type is vt100
There are no available articles.
<bldlinuxB1>

A 2514 [@=8 [VT400-7 - bldinusE1. fnal.gov via TELNET Authenticated Encrypted (40 bit key)

Kl
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Assuming that you have authenticated with a forwardable ticket, and that your
telnet configuration file specifies Forward ti cket , then you have
credentials on the host (including AFS token if needed).

If you authenticate with the K er beros Manager and get a nonforwardable
ticket, and then start a telnet session with forwarding enabled, you' |l get
another password prompt from WRQ® so that it can obtain a forwardable
ticket for you.

If you did not have your ticket forwarded, then to obtain credentials on the
host (and to obtain an AFStoken if AFS runs on the host) you will need to run
ki nit (seesection9.2.1 Obtaining Tickets (Authenticating to Kerberos)) and
enter your password again after you login. Don’t dothison aregular basis!
Before you enter your password, glance at the bottom of the VT window and
verify that it says“Encrypted” and shows alocked lock icon (as shown on the
aboveimage). If it doesn’t, log out and verify your configuration (under
CONNECTION>SECURITY, check Refl ecti on Ker ber os and check
Encrypt data streamnm)! Alwaysmakesurethedatastreamis
encrypted before entering your password!

4.7.3 Run an FTP Session to Kerberized Host

Configuration of FTP sessionsis covered in section 19.7 Configuring WRQ®
Reflection FTP Connections. Make sure that the default realm for
REFLECTION is set to the default realm of the target host (see number [3] in
section 19.4 Configuring WRQ® Reflection Kerberos Manager v9.0.0).

To use the Reflection FTP client to access a Kerberos system: open START >
PROGRAMS > REFLECTION > FTP CLIENT:

4-12
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AFS

E Reflection FTP Client M =]k
File Edit “iew Connection Scrpt Tools Help
[ 5 Deskion K== R AR =N =R ER - =Rl
g Desklop
2
4y Computer il Connect to FTP Site 2]
Mei
Mame | Address | Uszer Mame Home Directary Connect
% BldlinuxE1.frnal. goy bldlinuxE1.fnal. goy aheavey
| ﬁ‘WHQ FTP Suppart ... ftp.wrg.com anonymous  Apubdreflectnyd.. Close |
| ﬁ‘WHQ,lnc. ftp.wrg.com AnonymoLs
Mew... |
[l
=12 |
i Delete
Shartcut to St e |
strong_auth....  up =
Froperties |
For Help, press F1 [ |Smartitsk User (171900 (144 PM 2

and double-click the file corresponding to the host you want to access.

WRQ® Reflection FTP does not forward ticket to remote host or obtain an
AFStoken for you on the host. This does not pose problems on non-AFS
machines, but you can’'t get accessto AFS volumes. For transferring filesto
AFS space, you have two options:

1) Install and use the Windows AFS client, as described in sections Chapter
20: Installing and Configuring the Windows AFS Client and 4.8
Windows AFS Client for File Transfersto AFS Space.

2) Configure the WRQ® FTP client with standard (nonK erberos) security
and use a CRY PTOCard (this has also been tested with NT and
Windows 2000 command line FTP, and FTP client in FrontPage2000).

- Select VIEW > CoMMAND WINDOW to see the CRY PTOCard
challenge.

- Connect to host, generate aresponse on your CRY PTOCard, and enter
it at the password prompt.
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AFS

4.8 Windows AFS Client for File Transfersto
AFS Space

Due to the inability of the Kerberized FTP clients for Windows, including
WRQ®'’s, to forward Kerberos tickets (and thus generate AFS tokens on the
remote host), we recommend that you bypass FTP entirely and install the
Windows AFSclient for file transfers to and from AFS space. Installation and
configuration is described in Chapter 20: Installing and Configuring the
Windows AFS Client.

4.8.1 How does AFS Appear on your Desktop?

The AFS client should be installed and configured such that at login the drive
mapping is restored and the AFS client service restartst. Your AFS drive(s)
appear automatically in My COMPUTER, WINDOWS NT EXPLORER, €tc. In
theimage below, thedrivesG:, H:, I: and J;, labelled: <descri ption> on
“Www 56964-af s’ (<drive letter>:),areal AFSvolumes:

5 My Computer [_[O]x]
File Edit “iew Help

I rdy Computer

5] Scheduled T asks
128/eh Folders

|18 obiect(z) 4

1. If the AFS Client Service does not start up automatically when machineis booted, click
on the AFSicon on your task bar (thelock symbol; it will appear with ared X at this stage
#B). Selectthe Advanced tab, andclick START SERVICE. Also, if not remapped
automatically at login, the AFS drive(s) must get mapped in the same way as any other
drive.
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To use most AFS volumes, you must first authenticate to AFS. The exception
isapublic AFS volume (for which accessis allowed for
syst em anyuser ); this does not require a token®.

The AFSiconinyour task bar isalock symbol. It displaysared X (&) before
you authenticate to AFS, and the X goes away (%) after you authenticate to
AFS and obtain avalid token.

4.8.2 Authenticateto AFS

1) Make sure the AFS Client Serviceis running.

2) Authenticate to AFS space either by clicking on the AFSicon (the lock
symbol with X: #8) on your task bar, or by navigating to START >
PROGRAMS > |IBM AFS> CLIENT > AUTHENTICATION. Onthe AFS
CLIENT window, select the TOKENS tab. Click OBTAIN NEW TOKENS...

& AFS Chent E
Currently logged on bo Windows Metworking az "aheavey” AFS Wersion 36 2.5

Takens | Diive Letters | Advanced |

ou do not have tokens within anp AFS cell,

Dhtain Hew Tokens... | Help |

You will be prompted for your AFS password. (Currently this method
does not require Kerberos authentication.)

3) The token expiration date/time then appears on the window:

1. If the AFS Client Serviceisnot running, the AFS mapped drives display ared X and are
unusable. The Xes go away when the serviceis restarted.
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& AFS Client
Currently logged on to Windows Mebworking as “aheavey” AFS Yersion 36 25
Tokens | Dirive: Letlersl .&dvancedl

Cell: fral. gov
Tokens aheavey [tokens espire 12:596:33 P 11./3/01)

[ Show a warning before these tokens expire

Obtain Hew Tokens... | Lizcard Thesze Tokens | Help |

Your token isvalid for six days, unlessthe AFS serviceis stopped before
then. Every time you reboot, the serviceis halted and restarted, and thus
the token is destroyed.

4) Now you're ready to copy/paste/edit files on the AFS volumesin the
same manner as for other drives.
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Chapter 5. Using your CRYPTOCard

Strengthened machines are configured to respond in portal mode when
requests for access come from unKerberized machines. In portal mode the
strengthened machine acts as a secure gateway into the strengthened realm,
requiring a single-use password for authentication. A CRYPTOCard isa
calculator-style, battery-powered device used for generating a single-use
password.

EEEE |
- A
4

ac] |8
PR WXy A
HE)] |
EnEm)

To obtain a CRY PTOCard, go to the Form to Request Kerberos Principal
and/or Related Items at
http://ww. fnal . gov/ cd/forns/strongauth. htm .

(_‘}v Asof March 2002, new CRY PTOCards operate alittle differently from those
previously sent from the vendor. When you get your CRY PTOCard, first
carefully read the instruction card that comes with it.

5.1 How doesyour CRYPTOCard Work?

Before we issue you your CRY PTOCard, we initialize it and synchronize it
with the Kerberos Key Distribution Center! (KDC). This process (a)
associates the card with your principal, (b) setsaninitial PIN on the card, and
(c) creates a secret encryption key stored in both the KDC and the card.

1. The KDC isthe “keymaster” of the K erberos authentication servicefor all the machines
intherealm. It runson a server maintained by Fermilab’s computing security team.
Every principal and every initialized CRY PTOCard shares a unique encryption key with
the KDC, alowing the KDC to verify the identity of each user/service request.
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The KDC and the CRY PTOCard operate independently on the identical strings
using the shared key, and they produce the same result. Roughly half of this
resulting string is to be used as the first one-time password, the other half
(plus'/minus some overlapping bits) is stored for later use as the next string on
which both parties will operate. And so on.

The string on which the shared key operatesis called the challenge. The
portion of the result used as the password is called the response. Thefirst
challenge is chosen by the KDC when you use the card.

5.2 Caringfor your CRYPTOCard

You will find printed instructions with your new CRY PTOCard. Carefully
read Use and Care of your RB-1 Authentication Token, and Battery
Replacement.

Here we highlight a few points that we think are important:

* Your CRYPTOCard is relatively expensive; please don’t lose it! Treat it
as you would your house keys (if they were breakable!).

* Your CRY PTOCard looks the same as your colleague’s, so make a note of
the serial number printed on the back so that you can identify yours. Even
though another person would need both your principal and your PIN to
use your card, we recommend that you don’t label your card with
anything that resembles your principal. 1n most cases this means don’t
put your name on it. You can label it with a non-identifying word or
sticker that you' Il recognize.

» Don’'t drop, sit on or crush the card (don't carry it in your back pocket).

» Keep it dry and out of intense heat or cold. Don't let it go through the
laundry, and don’t leave it in your car in the winter or summer.

» When the display becomes dim, it'stime to replace the batteries (two new
CR2016, 3V lithium coin cells). CHANGE THEM ONE AT A TIMETO
PREVENT DATA LOSS! Otherwise you will need to get the card
reprogrammed.

5.3 Usage Notes

» We recommend using fingertips or a pencil eraser for pressing the
CRY PTOCard buttons. Fingernails, pen tips and other sharp objects work
lesswell. You don’t need to remove it from the plastic cover to useit.
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* When you first turn on the card, it takes a second or two to respond with a
prompt.

« If you ever forget your PIN (see section 5.4) or if the card locks up (says
“locked” when turned on), send email to conpdi v@ nal . gov to
arrange getting your CRY PTOCard reprogrammed. |f you are on-site,
you will need to come to WH8BNE. If you are off-site, mention that in
your email.

* Your CRY PTOCard will automatically turn itself off after 60 seconds
unlessit receives further input.

5.4 TheFirst Thingtodo: Reset your PIN

The CRYPTOCard comes with an initial PIN (personal code to prevent use by
other individuals) that you are required to reset. The minimum length of the
PIN isfour digits, but it can be aslong as eight. When entering your PIN, you
are limited to seven consecutive wrong tries before lockout.

5.4.1 Resetting Initial PIN

Original Style Card

1) Press the ON/OFF button to turn on the card, enter your initial PIN and
press ENT.

2) At the prompt New PI N? enter anew PIN and press ENT.

3) Atthe Veri fy prompt, enter your new PIN again and press ENT.
The card displays a preconfigured string which you can ignore.

4) If you're not going to log on now, you can turn off the card or let it do so
automatically.

New Style Card (March 2002)

1) PressCHG PIN (actually any of the 4 keys PASSWORD, DIG SIG,
MENU and CHG PIN will work).

2) At the prompt: PI N? enter your initial PIN.
3) At the prompt: New PI N? enter anew PIN and press ENT.

4) Atthe Veri fy prompt, enter your new PIN again and press ENT. It
displays. Card OK
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5) If you're not going to log on now, you can turn off the card or let it do so
automatically.

5.4.2 Resetting PIN (General)

Original Style Card

For subsequent PIN changes, turn the card on and enter your PIN followed by
ENT. Atthe Ferm | ab prompt, press CPIN and proceed from step (2) for

this style card, above.

New Style Card (March 2002)

For subsequent PIN changes, turn the card on using the CHG PIN button, and
enter your (old) PIN followed by ENT. Atthe New Pl N? prompt proceed
from step (3) for this style card, above.

5.5 Login Using CRYPTOCard (the First
Time)

5.5.1 Original Style Card

1) Turn on your CRY PTOCard and enter your new PIN, followed by ENT.

2) The card is configured to display theid Fer m | ab. PressENT when
you seeit. You'll see a preconfigured challenge, which you can ignore.

3) Run ssh, slogin, telnet, or ftp normally on your nonK erberized machine
to the strengthened host, and enter your login id at the host prompt. The
first time you use the card, the host system (in portal mode) displays the
message:

Press CH MAC and enter this on the keypad:
[ 12345678]
Enter the di splayed response:

where 12345678 isasample eight-digit challenge.

4) On your CRY PTOCard, press CH/MAC, then type the challenge
displayed on the host system into your CRY PTOCard. If you mistype,

press CLR and re-enter the challenge. PressENT to get a response of
eight hex digits.
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5) Enter the CRY PTOCard response at the host system prompt (it is not
‘!l case-sensitive). Press RETURN, and you should be logged in with
Kerberos tickets.

Ir HH 6) Turn off your CRY PTOCard, or let it do so automatically.

5.5.2 New Syle Card (March 2002)

Before the initial login, you need to synchronize the card with our KDC.

‘- 1) Run ssh, slogin, telnet, or ftp normally on your nonK erberized machine
- to the strengthened host, and enter your login id at the host prompt. The
host system (in portal mode) displays an eight-digit challenge.

{ oe 2) Press MENU to turn on your CRY PTOCard, and enter your PIN as
' required, followed by ENT.

3) Ignorethe Adj LCD prompt and press M ENU again.
4) At the prompt ReSync, pressENT.

5) At the prompt Ready, key the challenge displayed on your monitor
into your CRY PTOCard, and pressENT to get aresponse of eight hex
digits. (If you mistype, press CLR and re-enter the challenge. CLR
clearsone character at atime, or it will clear the wholefield if held down
for more than one second.)

6) The response (password) associated with that challenge now displays on
the CRYPTOCard.

| |

7) Enter the CRY PTOCard response at the host system prompt (it is not
case-sensitive). Press RETURN, and you should be logged in with
Kerberos tickets.

5.6 Login Using CRYPTOCard (Subse-
quently)

5.6.1 Original Style Card

Ir i 1) Turn on your CRY PTOCard and enter your PIN, followed by ENT.
' (You are limited to seven consecutive wrong-PIN tries before lockout.)

2) The card is configured to display theid Fer m | ab. PressENT when
you seeit. The CRYPTOCard displays a challenge.
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3) Run ssh, slogin, telnet, or ftp normally on your nonK erberized machine
!l to the strengthened host, and enter your userid at the host prompt. The
host system (in portal mode) displays the message:

Press ENTER and conpare this challenge to the
one on your display: [12345678]

Enter the di splayed response:
where 12345678 isasample eight-digit challenge.

4) Compare the challenge on the host to the one on the CRY PTOCard:

a) If the challenges are the same, press ENT again on the CRY PTOCard
to get the response. (In this case the KDC and your CRY PTOCard
are synchronized. Aslong asthey remainin sync, the CRY PTOCard
will generate the right response.)

b) If the challenges are different (you may see all zeroes), press
CH/MAC on the CRYPTOCard and enter the challenge displayed
on the host system into the card. (This resynchronizesthe
CRYPTOCard.) Then press ENT to get the response.

5) Enter the response at the host system prompt. Press RETURN and you
should be logged in with tickets.

jg_% 6) Turn off your CRY PTOCard, or let it do so automatically.

5.6.2 New Syle Card (March 2002)

There are two waysto use the CRY PTOCard to log in, one using the
PASSWORD key and the other using DIG SIG.

PASSWORD
gj_-;—' IN THISMODE, THE CRYPTOCARD DOES NOT DISPLAY THE
CHALLENGE!
‘- 1) Run ssh, slogin, telnet, or ftp normally on your nonK erberized machine
- to the strengthened host, and enter your userid at the host prompt. The

host system (in portal mode) displays the message:

Press ENTER and conpare this challenge to the
one on your display: [12345678]

Enter the di splayed response:
where 12345678 isasample eight-digit challenge.

i 2) Press PASSWORD to turn the CRY PTOCard on
3) Atthe PI N? prompt, enter your PIN followed by ENT.
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4) The card is configured to display theid Fer m | ab. PressENT when
you seeit.

5) The card now displays the response, not the challenge! If thecardis
synchronized with the KDC, this response will work. If not, using DIG
SIG (below) will work, but before ever using PASSWORD again,
you'll have to resynchronize your card.

‘- 6) Enter the response at the host system prompt. Press RETURN and you
- should be logged in with tickets.

DIG SIG

This method works even if your card has gotten out of sync (assuming that
initial synchronization has been done), but it does not resynchronize your card
for futurelogins. A drawback to this method is that you have to key the
challenge into your CRY PTOCard each time.

‘- 1) Run ssh, dlogin, telnet, or ftp normally on your nonK erberized machine
to the strengthened host, and enter your userid at the host prompt. The
host system (in portal mode) displays the message:

Press ENTER and conpare this challenge to the
one on your display: [12345678]

Enter the di splayed response:
where 12345678 isasample eight-digit challenge.

i 2) PressDIG SIG to turn the CRY PTOCard on
3) Atthe PI N? prompt, enter your PIN followed by ENT.

4) Atthe Ready prompt, enter the challenge (displayed on your monitor)
into the CRY PTOCard, and pressENT. (If you mistype, pressCLR and
re-enter the challenge. CLR clears one character at atime, or it will
clear the whole field if held down for more than one second.)

5) The card now displays the response.

| |

6) Enter the response at the host system prompt. Press RETURN and you
should be logged in with tickets.

5.7 Reauthenticate using your CRYPTOCard

To remain logged in and reauthenticate safely, issue the command:

% new- portal -ticket
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This provides a portal mode prompt, and allows you to use your CRY PTOCard
asinsection 5.6 Log in Using CRYPTOCard (Subsequently) to get new tickets.
E.g..:

Press ENTER and conpare this challenge to the one on your

di splay: [12345678]

Enter the displayed response: <enter response>

18960 Ter m nat ed
Connection closed by foreign host.

Don’'t be dismayed by the messages that appear! The

new portal -ticket commandworks by opening atelnet connection to
“localhost” and letting the user answer the portal challenge. There'saseep
command going on to keep the telnet connection from closing too soon, and
Ter mi nat ed comeswhen that deep isno longer needed and iskilled by the
script. Connection cl osed... comeswhen that telnet sessionisover.

5.8 Resync your CRYPTOCard

5.8.1 Original Style Card

Commence the login procedure as outlined in 5.6 Log in Using CRYPTOCard
(Subsequently). If the challenges are different, press CH/MAC on the

CRY PTOCard and enter the challenge displayed on the host system into the
card. (Thisresynchronizesthe CRYPTOCard.) Then press ENT to get the

response.

5.8.2 New Syle Card (March 2002)

1) Run ssh, dlogin, telnet, or ftp normally on your nonK erberized machine
to the strengthened host, and enter your login id at the host prompt. The
host system (in portal mode) displays an eight-digit challenge.

2) Press MENU to turn on your CRY PTOCard, and enter your PIN as
required, followed by ENT.

3) Ignorethe Adj LCD prompt and press M ENU again.
4) At theprompt ReSync, pressENT.

5) At the prompt Ready, key the challenge displayed on your monitor
into your CRYPTOCard, and press ENT. (If you mistype, pressCLR
and re-enter the challenge. CLR clearsone character at atime, or it will
clear the wholefield if held down for more than one second.)
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Your card is now resynchronized and the correct response now displays on the
CRYPTOCard. You can complete your login at this point by typing the
response a the host system prompt, followed by RETURN.
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Chapter 6: Logging In from Off-Site

In this chapter, we discuss what off-site users are required to do in order to
access Fermilab's strengthened realm, and some of the issues they may
encounter.

Dueto practical considerations, namely the fact that off-site machines at
universities may be shared by many people, some of whom do not access
Fermilab at all, off-site users are not required to install a Kerberos 5 server.
Off-site machines participating in Fermilab’s strengthened realm have achoice
of authentication methods, including ssh with passwords, public/private keys,
host-based keys or Kerberos. Accessto a system on-site at Fermilab requires
Kerberos credentials or a CRY PTOCard.

6.1 Description of Choicesfor Off-Site
Machines

The choices for off-site machines include:

1) Install the Kerberos client (and optionally the Kerberized ssh client)
software on your machines and sign up to be part of the FNAL.GOV
strengthened realm. This means you can authenticate to Kerberos
locally and connect to Fermilab computers using the Kerberized version
of a network connection program. Thisisthe preferred method.

2) Leave your machines unstrengthened and always log in to Fermilab
using your CRY PTOCard (see Chapter 5: Using your CRYPTOCard).
. Note that if you choose to do this, we recommend that you use ssh asthe

‘ transport program in order to ensure encryption. You must NEVER type
inyour password if you are on an unencrypted channel! Thereisno way
to perform any Kerberos command that requires a password while
logged in using an X-terminal. And please, as much as possible, refrain
from performing operations that involve typing your Kerberos password
over the network.

3) Your site may have its own version of strong authentication which may
be acceptable to Fermilab and then you could become a trusted realm.
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4) In addition, a stripped-down kerberos product exists for emergency
off-site use, e.g., for people who' ve misplaced their CRY PTOCard. Itis
called FNAL -kerberos-clientonly and is described in section 6.2 Ina
Pinch: Download Client-Only Version of Kerberos. This product is
intended for temporary use. People using the same machine repeatedly
will likely find afull Kerberos installation more useful and convenient.

The Cryptography Publishing Project is making MIT Kerberos V5 release
1.2.1 available for export without restriction (software for Macintosh
excepted); seehtt p: // ww. crypt o- publ i sh. org/.

If people need to log in from your site to change their passwords, there must be
at least one local machine on which thereis software which will alow it to be
donelocally (best) or over an encrypted connection (second best). The
fnkerb.fnal.gov system, described in section 4.1 Trying Out Kerberos on
fnkerb.fnal.gov, is a Kerberized host available for changing passwords. Itis
accessible to anyone with an account on FNALU.

6.2 In aPinch: Download Client-Only Version
of Kerberos

New as of June 2002:

FNAL -Kerberos-clientonly is a stripped-down version of Fermi Kerberos
containing only the client applications and supporting files needed to connect
to an FNAL Kerberized machine from aremote location. It isintended for
temporary use by off-site users who have neither a CRY PTOCard nor a
machine with a Kerberos installation available. FNAL -K er ber os-clientonly
ispublicly-available, it is provided in tar format, it can be downloaded viaa
web browser and installed in any user directory, and it does not require
root/administrator privileges to operate.

FNAL -Kerberos-clientonly versions have been created for RedHat Linux 7.1
and compatible systems, and for Windows 2000 (other Windows systems have
not been tested but may work). Look for the software in the FermiTools area
of Fermilab’'s FTP server:
ftp://ftp.fnal.gov/pub/fnal-kerberos-clientonly/curr
ent /. Instructions on how to setup and uninstall the software are included in
the product.
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6.3 Obtaining CRYPTOCards

All users, on-site and off-site, can request a CRY PTOCard using the Formto
Request Kerberos Principal and/or Related Items at

http: // ww. f nal . gov/ cd/ f orns/ strongaut h. ht m . If youvisit
Fermilab occasionally, come by WH8NE to pick it up when it'sready. For
those experimenters or other users who will not be visiting Fermilab,

CRY PTOCards can be mailed. Each group or experiment should have a person
designated to mail CRY PTOCards; contact the appropriate person to request
mailing.

If you lose your CRY PTOCard or it becomes unusable for any reason, please
email compdiv@fnal.gov or call Yolanda Valadez at 630-840-8118 to request a
new one. Then ask the person designated for your group or experiment to pick
it up from her and mail it to you. Currently we do not have a way of restoring
your access more quickly. By the end of 2001, we expect to have a mechanism
In place whereby we can fax you a one-time password.

6.4 Exporting CRYPTOCards

For usersoutside the U.S., you can carry a CRY PTOCard back to your home or
institution with no customs problems since the cards are for authentication, not
encryption. They can be mailed outside the U.S,, too.

6.5 Network Address Trandation

Thereis an issue concerning users who maintain a small network of computers
at home and whose | SP subjects them to NAT (Network Address Trandlation).
Typically, the user dials up with a NAT box or a Linux host configured to do
NAT for the house network, and receives one address from hisor her ISP. This
address may be static or dynamic. In either case, NAT can make it difficult or
impossible to authenticate over the network to the FNAL.GOV realm.

There are a couple of solutions, one of which isto keep your home machines
unKerberized, and use a CRY PTOCard. If you want to Kerberize your home
machines, we would first recommend that you change | SPs to one that eschews
NAT. Barring that, you may be able to work around NAT:

« if your home machines (Linux or Macintosh) have ker berosinstalled,
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« if thereisasingle fixed “public” 1P address associated with your
machines’ real | P addresses, and the outside world sees this public IP
address as the source of packets that come from your machines,

 and if you can determine this fixed |P address.

To be able to authenticate, you’ d need to include this public IP address in your
local / etc/krb5.conf fileunderthe [| i bdefaul ts] sectionas:
proxy_gateway = <fixed.|P.address>. If theaddressisdynamic,
this solution will rapidly become annoying, no doubt.

We recommend that you use ssh to connect to the lab. Kerberized sshis of
course best, but any ssh with CRY PTOCard workstoo (only one CRY PTOCard
use per remote host, not per window). Because ssh includes an automatic
tunnel for X sessions, most users will find this more convenient than
telnet/rlogin connection methods.

6.5.1 Windows

If you'veinstalled WRQ® on your Windows system(s), you will not be ableto
authenticate if your ISP uses NAT. Remove this software from your system(s)
and use a CRYPTOCard. The vendor isaware of this problem, and may
addressit in future releases of the software.

In the meantime, you can use a combination of an ssh client (e.g., F-secure)
with Exceed or the Reflection X Manager (but make sure your site is not
behind afirewall in addition to NAT).

6.5.2 Linux

If you install Linux, configure your machine such that its hostname is
equivalent to the external hosthame your | SP uses, then install a Kerberos
client. (If you're not sure how to configure, send an email to

ker beros-users@fnal .gov, or check the archives.)

6.5.3 Macintosh

To enable Better Telnet to work for a Kerberized Macintosh in a NAT
environment, you must add the following lineto the | i bdef aul t s section
of the Ker beros Preferences file(Notethat thisreduces the security
of your Kerberos credentials.):

noaddr esses = true
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Forwardable tickets to do not work. Opening a connection with Better Telnet
resultsin a dialog box from the Kerberos5 Telnet Plugin about the forwarded
credentials being refused due to bad address. Clicking OK will result in the
telnet connection opening as expected, otherwise.
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Chapter 7: Accessing Kerberized Machines

(Community-Supported Methods)

In this chapter we discuss accessing systemsin the FNAL.GOV realm from
UNIX, Windows and Macintosh machines using programs or operating
systems not supported at Fermilab.

‘ Very important note: Any time you’ re about to enter your Kerberos password,
first verify that you' re using the host’s directly-connected keyboard or using an
encrypted connection! Otherwise you risk exposing your password. See
Chapter 11: Encrypted vs. Unencrypted Connections for information.

7.1 Logging In Through Kerberized Exceed 7
Softwar e from Windows

7.1.1 Telnet Connections

You should create one secure telnet profile for each Kerberized host you wish
to access, according to the instructions in section 22.5 Configuring the Exceed
7 Telnet Application. To authenticate:

* using the L eash32 utility, navigate to START > PROGRAMS > K ERBEROS
UTILITIES> LEASH32. Select GET TICKET on the ACTION menu.

You will be required to enter your Kerberos password. Ignore the
CRYPTOCard prompt that may follow (press CANCEL ). You ticket will
appear in the L eash32 window. Click on the Windows Explorer-style
plus signs (+) to get details.

* using the command prompt, type ki nit -5 torequest aticket.
You will be required to enter your Kerberos password. Ignore the
CRY PTOCard prompt that may follow (just press ENTER). To verify the

ticket and its flags, either bring up the L eash32 window, or type Kkl i st
-f at the command prompt.

You can request a renewable ticket at the command prompt by using the
- r option (see section 9.2.5 Renewing Tickets). Your AFS token will
have alifetime equal to the renewable lifetime of the Kerberos ticket.

To connect:
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1) Start the Exceed 7 telnet program. Navigate to START > PROGRAMS >
HUMMINGBIRD CONNECTIVITY V7.0 > HOSTEXPLORER > TELNET.

2) On the OPEN SEssION window, with the desired telnet profile selected,
the target host name or IP address should appear in the Host Name
window. To connect, click on the CONNECT button. If you've
preauthenticated, you should get right in without having to provide your
Kerberos password.

3) The LEAsH32 window should now show your host connection in
addition to the kerberos ticket.

7.1.2 FTP Connections

Exceed 7 does not provide aKerberized FTP client. Furthermore, you cannot
connect using your CRY PTOCard (as you may for WRQ® FTP, described in
section 4.7.3 Run an FTP Session to Kerberized Host), since the Exceed 7 FTP
client stores your password, and doesn’t let you enter it each time you connect.
Choose a different product! Suggestions: WRQ®, FileZilla, AFS Windows
Client (for remote hosts using AFS).

7.2 Logging In from a Macintosh

Here we assume you are running the MIT Kerberos v4.0 software for
Macintosh as described in Chapter 24: Installing and Configuring MIT
Kerberos on a Macintosh System.

7.2.1 Authenticatevia Kerberos Control Panel

* Invoke the K erberos Control Panel (from CONTROL PANELS under the
Apple menu, from the KERBEROS M ENU in the menu bar, or from the
KERBEROS CONTROL STRIP module).
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Kerberos
Active User
User: No active user
Realm: —-—
Time Remaining: —-—
Renew Tickets... ] [ Destroy Tickets ] [ Change Password...
Ticket Tirne Rernaining
| Get Tickets...
* [z

[ Make User Active ]

¢ Click GET TICKETS.

> Kerberos for Macintosh

o=

s
r

Basic

Username: |nﬁ|m-r
Realm: [ ¥SFNALGOV
Password: || |

Forwardable
Ticket Lifetime: 26 hours
[ Cancel ] [ 0K ]

40319 @ MIT 1996-2001
* Select the right username and realm. Click OPTIONS... to specify the
ticket options; you should generally choose forwardable.
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— KerberosvoTicketOptions
b4 Forwardable Tickets

1 Proxiable Tickets

Ticket Lifetime: 26 hours

7}
1 1LF

Cancel I

* Click OK. Then enter your Kerberos password on the pop-up screen.

You should see aticket appear. Now you can invoke your telnet product
(Better Telnet or NiftyTelnet) and connect to one or more strengthened hosts
without having to provide your password again.

| fnkerbfmalgov(®) ="—"———————MN HH

Fetmi Lirux Release 6.1.2 (Strangs)
Kernel 2.2.19-6.2.1=smp on o Z-processor 1686

Fermi Linux 6.1.2 INSTALL for Fralulnteractiwe wia MFS on Fri Jun 15 B8:06:35 CO
T 2881

MOTICE TO USERS

This is @ Federal computer [ondfor it is directly connected to a
Fermilab local metwork system) that is the property of the United
States Gowermment. It is for authorized wse only. Users [autho-
rized or unauthorized) hawe no explicit or  implicit  expectation
of priwacy.

fry  or aqll uses of this system ond aqll files on this system moy
be intercepted, monitored, recorded, copied, oudited, inspected,
and  disclosed  to authorized site, Department of Energy ond low
enforcement personnel, as  well as authorized officiols of other
agencies, both domestic ond foreign. By using this system, the
user consents to such interception, monitoring, recording, copy-
ing, auditing, inspection, and disclosure at the discretion of
authorized =ite or Department of Energy personnel.

Unauthorized or improper use of this system moyg result in admin-
istratiwe disciplinary action and ciwil and crimingl penalties.
By continuing to wse this system you indicoate gour owarensss  of
and consent to these terms and conditions of wse. LOG OFF IMME-
DIATELY if youw do not agres to the conditions stoted in this
warkning .

Fermilab policy ond rules for computing, including appropricte

use, may be found at hitp:/ www.fral .gov/ed/main/cpolicy . html
INFORMATIONAL : Product 'cedit' (with qualifiers ''l, has no current chain [or ma
g mot exist)
Termingl type is wt2ZB

There are no awvailable articles.

Jbinftouch: fafs/fral.gow/files/homefroom3/nagyy .Info: Permission denied
INFORMATIOMAL: Product 'cedit' (with qualifiers ''), has no current chain (or ma
y not exist)

<frkearb>

<frkerbr

]
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7.2.2 Authenticateat Login

Invoke Better Telnet or NiftyTelnet and connect to a strengthened host. You
will be prompted for your Kerberos password, and then authenticated once you
have provided it.
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Chapter 8: Troubleshooting your Authentication

Problems

This chapter isintended to help users who are having trouble authenticating to
Kerberos and logging in to Kerberized machines. We include information that
should help you figure out what’s causing your problem, and to fix it.

If you don’t find the solution to your problem here, send mail to

ker beros-users@fnal .gov requesting help in diagnosing the failure. Please
include: principal name, date, time and | P address from which authentication
failed, in addition to the error message and other error-related information.

* In many cases, when authentication fails, one of four thingsislikely to be
wrong:
- (1) your password,

- (2) the date/time on your system (see section 14.1.7 Synchronize your
Machine with Time Server for UNIX, 19.3 Time Synchronization for
Windows, or 24.1.4 Installation Instructions for Macintosh),

- (3) theloca host nameinthe/ et ¢/ host s file (see section 16.3
The /etc/hosts File), or

- (4) your CRY PTOCard is not configured for the target realm. The
error message doesn’'t necessarily help you determine the problem:

“Preaut hentication failed ...", or“Cannot
establish a session with Kerberos
adm ni strative server...” Ifthisisthe problem, bring

your card to WH8NE to have it reprogrammed.

For WRQ connections, click HELP for possible causes. It'susualy a
realm mismatch, awrong password, or a system clock error.

* “Incorrect net address’ usually refersto NAT (see section 6.5 Network
Address Trandglation) or amultiple-1P address host. For UNIX, edit the
[l1ibdefaults] in /etc/krb5. conf:add
proxy_gat eway=<your fixed |IP address>. For WRQ, there
Isno solution other than to change ISP or WRQ software. For Macintosh,
editthe[ | i bdef aul t s] inthe Kerberos Preferencesfile: add
noaddr esses=t r ue.

* YPproblem: Theerror“do_ypcal I : clnt_call: RPC: Tined
out ” typically indicates alocal problem on your system or site network.
Your machineislikely using YP (NIS) for host name-to-address
resolution and you have atransient problem with your Y P server(s).
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» When using the K erberized versions of telnet, rlogin, or rsh (see Chapter
13: Network Programs Available on Kerberized Machines) to connect to
another machine in the strengthened realm, some users have had to use
the -1 <l ogi n_nane> option even when the login names on both
systems match. (Don't ask why.) You definitely need to usethisoption if
the login names don’t match.

» “KDC policy rejects request” or “KDC can't fulfill requested option”
usually means either you’ re requesting a forwardable ticket for a/root or
/admin instance of your principal (not allowed), or you're trying to
forward aticket that’s not forwardable, or renew one that’s not renewable.

* “Key version number for principal in key tableisincorrect” means either
the keytab has changed since the serviceticket was obtained (to solve, run
kinit -R or kinit),ortheservicekey (for host principal) in the
KDC was changed after the keytab file was created (to solve, recreate
keytab file on host, see section 16.10 Installing Service Host Keys).

« “Cannot contact any KDC for requested realm.” Caused by firewall
blocking KDC request or reply, or DNSfailure.

* “Server not found in Kerberos database” Possible causes include: local
hosts file or NIS map giving wrong name for host (check / et c/ host s
file and make sure the full official host name appearsfirst, not a
nickname; see section 16.3 The /etc/hosts File), or abad or missing
[ domai n_real m mappingin /et c/ krb5. conf. Itwasadsoa
bug in Fermi Kerberos vl 2; to solve, upgrade.

« “aklog: Couldn’t get fnal.gov AFStickets:, aklog: unknown RPC error
(-1765328352) while getting AFS tickets’. You may have failed to get
fresn tickets from your screensaver unlock. A fresh ki ni t should clear
this right up.

» Syslog message: Principal <principalname>@FNAL.GOV ... for local
user <user> failed krb5_kuserok. kr b5_kuser ok isafunctioninthe
kerberoslibrary. It isaccessed by krshd, and fails for these reasons:

- requested user has no account on target system

-kr b5_unpar se_nane fails

-can't open ~user/. k5l ogin

-~user/ . k5l ogi n not owned by user or root

- principal doesn't match any linein . k5l ogin (try od -c
~user /. k5l ogi n tolook for any “invisible’ charactersin this
file).

* If Kerberos functions are very slow on a client host, check its Kerberos
logs for long intervals between "NEEDED_PREAUTH" and "ISSUE"
and see if there are few or no repeats of the same request to different
KDCs. If s, the client host’sfirst-configured DNS server may be slow or
dead.
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To resolve this, check the DNS server list (/ et ¢/ resol v. conf on
UNIX-like systems, Network Control Panel on Windows) and test each
one, moving dead servers down in the list or removing them.

SSH Problems

» Make sure the instance of the ssh product you' re using matches the OS
version of your target UNIX machine.

» When you use the Kerberos-aware ssh or scp client (vl 2 27f) to
connect to a node that’s running a non-Kerberos-aware sshd, the client
ignoresa . shost fileontheremote node. It tries Kerberos, that of
course fails, then it prompts for a password. Supplying the password
works. (Thisisan unavoidable side-effect.)

» Some users of Kerberized ssh vl 2 27 have encountered a harmless but
misleading message upon authentication:
akl og: can’t get afs configuration
(af sconf _QOpen(/usr/viceletc))

To get rid of this message, add AFSRunAkl og no to
/ etc/sshd_confi g andrestart sshd.

* Loginsfrom Kerberized ssh clientsto unstrengthened ssh serverscan fail.
This does not happen with the Fermi ssh. You can work around this by
explicitly usingthe -1 <l ogi n_nane> option evenif thelogin
names on both systems match. (Again, don’'t ask why.)

* If you get prompted for a password when you login from a machine with
Kerberized ssh, and you aready have valid tickets, check to make sure the
following lineisinthe [ domai n_r eal n] section of your
[ et c/ krb5. conf file

.fnal.gov = FNAL. GOV

Kerberized ssh token-passing won't work without it, nor will FTP.
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Chapter 9: Using Kerberos

This chapter provides the information you need in order to manage your
Kerberos tickets and work in a Kerberized environment. In particular, we
cover ticket options and management, account access files and /root principal
tickets. The Kerberos commands and features of Kerberized network
programs are documented in Chapter 12: Kerberos Command Descriptions
and Chapter 13: Network Programs Available on Kerberized Machines,
respectively.

9.1 Ticket Propertiesand Options

Kerberos uses encrypted records called tickets to authenticate to Kerberized
services (the terms tickets and credentials are used interchangeably). Tickets
reside in afile called aticket cache or credentials cache. Generally the only
ticket you need to know about is the ticket-granting-ticket (TGT), which you
obtain upon authentication to Kerberos. Kerberos tickets can be forwardable,
renewable, post-dated and/or proxiable. The Kerberized versions of network
programs generally provide options to exploit these features (see Chapter 13:
Network Programs Available on Kerberized Machines).

Forwardable A forwardable ticket can be “passed on” to aremote
host, thereby allowing the user to connect to the host
without further authentication. Generaly only the TGT
is set forwardable, since it can be used to obtain other
needed tickets.

Renewable A renewable ticket can have its lifetime extended, by
action of the user, beyond theinitial lifetime, up to an
established limit (seven days at Fermilab).

Post-dated A post-dated ticket becomes valid at a specified timein
the future.
Proxiable A proxiableticket islike aforwardable ticket, except

that the new ticket with the new addresslist is not
alowed to be a TGT, it must be for some other service.
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Our Kerberos implementation is integrated with AFS. Thismeansthat if your
machine is part of the strengthened realm and it runs AFS, then when you
obtain Kerberos credentials (or forward them to an AFS system), you also
automatically get an AFStoken. The other operations described in this chapter
(e.g., listing, destroying tickets) also run on both the Kerberos tickets and the
AFStoken. The lifetime of the AFS token is set to the renewabl e lifetime of
the Kerberos TGT.! (Note that if you' re editing a file when the AFS token
expires, it will suddenly become write-protected!)

9.1.1 Default Ticket Flagsand Lifetimes

At Fermilab, the maximum ticket lifetimeis set to 26 hours, and the default
ticket lifetime as set on individual systems is constrained to be this value or
less. The default flags and lifetimes of tickets obtained on a UNIX machine by
loginand ki nit areset by entriesin that machine’'s / et ¢/ kr b5. conf .
(For other operating systems, the default values are typically set viaamore
user-friendly interface.) The maximum renewable ticket lifetime is seven
days. Wediscussthe kr b5. conf filein Chapter 17: The Kerberos
Configuration File: krb5.conf.

9.1.2 Ticket Caches

A ticket cacheisafile containing your tickets and session keys. Each window
on your desktop that is running a remote session has a separate ticket cache?,
with a separate expiration. The variable SKRB5CCNAME points to the
credentials cache in use on each host.2 Note that forwarded tickets and tickets
obtained via ki ni t arestored in different caches.

9.1.3 Ticketsfor Root Instance of Kerberos Principal

The system administrator of a strengthened machine may require that
authorized users obtain a <username>/root instance of their Kerberos
principal in order to access the root account (and/or other sensitive accounts)
on the machine. Thisisdescribed in section 9.4.1 What is a Root Instance of a
Principal? The /root instance has the properties of disallowing forwardable
tickets and having a shorter default ticket lifetime.

1. Because AFS uses the Kerberos V4 ticket format, which squeezes the ticket lifetime
into asmall field, the expiration time of the AFS token may not exactly coincide with the
end of the Kerberos ticket’s renewable lifetime.

2. In some cases, there may be more than one per window.

3. Tickets generated by kinit end up in /tmp/krb5cc_[UID], forwarded tickets go to
Itmplkrb5cc_p[PID], and hardware token tickets go into /tmp/krb5cc_[ttyname].
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9.2 Ticket Management

9.2.1 Obtaining Tickets (Authenticating to Kerberos)

The way to authenticate depends on your operating system and software.
Upon authentication you get a Kerberos ticket-granting-ticket (TGT). Asyou
access K erberized servicesin the strengthened realm, the tickets needed for the
services are granted automatically. Asregular practice, authenticate locally
and forward tickets to remote machines.

Asof Kerberosvl 5, the kinit program is equipped with awarning that
appears if the userid issuing the command doesn’t own the console device. It
Is designed to help users avoid typing their password inadvertently over then

network.
To authenticate:

UNIX desktop with Ker-
beros software and Kerberos
login program

Log in, and provide your Kerberos password. See section 4.2
Logging In at the Console of a Kerberized UNIX
Machine.

UNIX desktop with Ker-
beros and standard UNIX
login program

Log inwith your UNIX password, thenrun Ki ni t . Seesec-
tion 4.2 Logging In at the Console of a Kerberized
UNIX Machine. Also see 12.1 kinit.

Windows desktop with
WRQ®

Navigate to START > PROGRAMS > REFLECTION >
UTILITIES > KERBEROS M ANAGER to open the Reflec-
tion Kerberos Manager application. With your principal tab
selected, click AUTHENTICATE. Provide your Kerberos
password as prompted (and click FORWARDABLE). See sec-
tion 4.7 Logging In Through WRQ® Reflection Soft-
ware from Windows.

Windows desktop with
Leash32 and Kerberos

Using the Leash32 utility, navigate to START > PROGRAMS
> KERBEROS UTILITIES> LEASH32 . Select GET
TICKET onthe ACTION menu. Provide your Kerberos pass-
word as prompted. See section 22.4 Getting a Ticket .

Macintosh desktop with
Kerberos

Invoke the KERBEROS CONTROL PANEL (from CON-
TROL PANEL S under the Apple menu, from the KERBEROS
M ENU in the menu bar, or from the KERBEROS CONTROL
STRIP module). Click GET TICKETS. Enter your Kerberos
password on the pop-up screen. See section 7.2 Logging In
from a Macintosh.

Remote UNIX host (from
desktop with no Kerberos
software installed)

Start an ssh (or telnet or FTP) session to a Kerberized host, use
your CRY PTOCard to generate a password, and log into the
remote host using that one-time password. See section 4.5
Connecting from a NonKerberized Machine: Portal
Mode.
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When you’ re logging in as root you have to make sure you have tickets as
some principal known to the KDC in order to access K erberos network
services. Whether you logged in as yourself and ran ksu to root, or logged in
as <yourprincipal>/root over the network, you have credentials for the
principal under which you previously authenticated.

If you have alaptop that you move from one network to another, then you will
have to reobtain your credentials when you move to anew network because the
IP address changes. Similarly, if you use DHCP, every time your | P address
changes you need to get new credentials.

9.2.2 Viewing Tickets

The way to view your tickets depends on your operating system and software.
Valid and expired tickets alike will be displayed.

To view tickets:

UNIX desktop with Ker- Runthe Kl i st command (- f option recommended to
beros software show ticket flags). See section 12.2 klist.

Windows desktop with Navigate to START > PROGRAMS > REFLECTION >
WRQ® UTILITIES > KERBEROS M ANAGER to open the Reflec-

tion Kerberos Manager application. Ticket should be visible
on thiswindow. Right-click on ticket to see ticket properties.
See section 4.7 Logging In Through WRQ® Reflection

Software from Windows.
Windows desktop with Using the Leash32 utility, navigate to START > PROGRAMS
Leash32. > KERBEROSUTILITIES > LEASH32. Ticket should be
visible on thiswindow. See section 22.4 Getting a Ticket.
Macintosh desktop with Invoke the KERBEROS CONTROL PANEL (from CON-
Kerberos TROL PANEL S under the Apple menu, from the KERBEROS

M ENU in the menu bar, or from the KERBEROS CONTROL
STRIP module). _Ti cket should be visiple on thiswindow. See
section 7.2 Logging In from a Macintosh.

Remote Kerberized UNIX Runthe Kkl i st command (- f option recommended to
host show ticket flags). See section 12.2 klist.

About the klist Command
Thecommand Kkl i st displaysyour tickets (the - f option displaysthe
flags set for the tickets), e.g.,:
%klist -f

This produces output of the form:

Ti cket cache: /tnp/ krb5cc_6302
Defaul t principal: aheavey@-NAL. GOV
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Valid starting Expires Servi ce principal

12/ 08/ 99 11: 29: 47 12/ 09/ 99 00: 29: 47
kr bt gt / FNAL. GOV@NAL. GOV
Fl ags: FIA
12/08/99 11:29:48 12/09/99 00: 29: 47 afs/fnal.gov@NAL. GOV
Fl ags: FA

» Thefirst listed ticket isaKerberos TGT (kr bt gt ) for the service
principal kr bt gt / FNAL. GOV@NAL. GOV, Underneath it the flags
are listed. Thisticket hasflags set for “forwardable”, “initial”, and
“preauthenticated”.

* The second listed ticket indicates that AFSisrunning on this machine and
that an AFS token has also been granted; thisis again followed by alist of
the flags associated with the ticket.

If you have no tickets you will see output like this:
klist: No credentials cache file found (ticket cache /tnp/krb5cc_6302)

Several optionsare availablefor ki i st , aslistedin section 12.2 klist and in
the man pages.

9.2.3 Destroying Tickets

Tickets can outlive an interactive session and they can be stolen. They arejust
encrypted recordsin afile. Thereforeit’sagood ideato explicitly destroy your
tickets when you log out. Similarly, if you are going to be away from your
machine but don’t want to log out, it is safest to either destroy your tickets, or
use a screensaver that locks the keyboard.

To destroy tickets:
UNIX desktop with Ker- Runthe kdest r oy command. Thisdestroysall thetickets
beros software in the cache to which $K RBSCCNAME points. To automate

this, add the command kdestr oy toyour .| ogout
file. Seesection 12.4 kdestroy or the man pages for a descrip-
tionof kdestroy.

If you're sharing a credential s cache among severa login ses-
sions (by setting the SKRB5CCNAME variable), issuing the
kdest r oy command on any of the sessions destroys the
tickets for all of them.

1. Seeprincipal inthe Glossary for an explanation of the syntax.
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Windows desktop with
WRQ®

Navigate to START > PROGRAMS > REFLECTION >
UTILITIES > KERBEROS M ANAGER to open the Reflec-
tion Kerberos Manager application. Tickets should be visible
on thiswindow. Click on CLEAR TICKETS.

To automate the clearing of tickets, you can click CLEAR ALL
TICKETS ON SHUTDOWN from the CONFIGURATION
menu.

Windows desktop with
Leash32

Using the Leash32 utility, navigate to START > PROGRAMS
> KERBEROS UTILITIES> LEASH32. Ticket should be
visible on thiswindow. Click on DESTROY TICKET(S).

To automate the clearing of tickets, you can click DESTROY
TICKETS/TOKENS ON EXIT from the OPTIONS menu to
clear tickets when you exit Leash32.

M acintosh desktop with
Kerberos

Invoke the K ERBEROS CONTROL PANEL (from CON-
TROL PANEL Sunder the Apple menu, from the KERBEROS
M ENU in the menu bar, or from the KERBEROS CONTROL
STRIP module). Ticket should bevisible on thiswindow. Click
on DESTROY TICKETS.

Remote Kerberized UNIX
host

Runthe kdestroy command.

Destroying Tickets Selectively

If you have several ticketsin your cache and you run kdest r oy, you'll
destroy them all. But say you want to destroy only one or some of them. If
your TGT isrenewable, running ki nit - R will discard all but the TGT,
which getsrenewed. If your tickets are forwardable, you can forward the TGT
alone to your own machineby r sh or other program, and then overwrite
your existing cache, e.g.,:

% rsh -F ‘hostnane'

cp \ $KRB5CCNAME $KRB5CCNAME

(Backquotes around hostname) If the KRB5CCNAME valuehas FI LE: on
the front of it (true of the recent kerberos releases), the preceding command
will fail; inthis case, try:

%rsh -F ‘ host nane’

cp ' ‘echo $KRBSCCNAME | sed -e sxFILE xx‘ '\

“echo $KRB5CCNAME | sed -e sxFlLE: xx'

(All the quotes are backquotes.) To do anything more specific you' d have to
write a program with the credentials cache API (which is beyond the scope of

this document).
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9.2.4 Forwarding Tickets

You can use your current, valid credentials on your desktop to get valid
credential's on another machine by forwarding them.? You should forward
ticketsif you plan to use Kerberized services on the remote host (e.g., if you
plan to connect from there to another remote Kerberized machine) and/or if
you need an AFS token. To forward tickets, there are two steps:

1) you must first obtain aforwardable ticket,

2) and then make sure the “forward” option is used by your connection

program.

The way to do this of course depends on your OS and software:

UNIX desktop with Ker-
beros software and Kerberos
login program

To obtain aforwardableticket, the / et ¢/ kr b5. conf
must show f orwar dabl e = true for | 0gi n)
under [ appdef aul t s]). If not, check for f or -

war dabl e = true for ki nit. Ifthisistrue, run
Kinit.Iffadserun Kinit -f.

To forward your forwardable ticket to aremote UNIX hogt, usea
K erberized connection program with ticket forwarding on?(e.g.,
tel net -F).

UNIX desktop with Ker-
beros and standard UNIX

To obtain aforwardable ticket, check for f or war dabl e
= true for kKinit in /etc/krb5.conf. If

login program true,run Kinit. Iffaserun Kinit -f.
To forward your forwardabl e ticket to aremote UNIX host, usea
K erberized connection program with ticket forwarding on (e.g.,
t el net - F). (Seefootnotea)

Windows desktop with To obtain a forwardable ticket, click FORWARDABLE when

WRQ® you authenticate. See section 4.7 Logging In Through

WRQ® Reflection Software from Windows.

To forward your forwardabl e ticket to a remote telnet session,
verify that the telnet configuration file you' re using specifies
FORWARD TICKET onthe SECURITY PROPERTIESwin-
dow. See section 19.6 Configuring WRQ® Reflection tel-
net Connections.

Note WRQ®'s FTP client doesn’t support forwarding tickets.
This only poses a problem for remote hosts running AFS since
you don't get your AFS token upon connection. See section
4.7.3 Run an FTP Session to Kerberized Host.

1. The KDC administrator has the option of disallowing forwardable tickets on a per-site

or per-principal basis.
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Windows desktop with To obtain a forwardabl e ticket, make sure your configuration
Leash32, MIT Kerberosand | specifies For war dabl € under TICKET OPTIONS as
Exceed 7 described in section 22.3 Configuring Kerberos using

Leash32.

To forward your ticket to atelnet session, verify that the telnet
configuration file you' re using specifies For war di ng
under KERBEROS 5 OPTIONS. See section 22.5 Configur-
ing the Exceed 7 Telnet Application. Then run the telnet

client.
Note: The Exceed 7 FTP client cannot be Kerberized; try FileZ-
illaFTP
Macintosh desktop with To obtain a forwardabl e ticket, edit your Preferences and check
Kerberos FORWARDABLE TICKETS ALWAYS.

To forward the ticket via a BetterTelnet connection, check
KERBEROS FORWARDING when you' re configuring the
Security portion of Favorites for that application.

Remote K erberized Host via | When you obtain your ticket upon CRYPTOCard login to a
Portal Mode remote host, the ticket's properties are determined by the

/ et c/ kr b5. conf fileonthehost. Run Kkl i st -f
toseeif the F flag showsup indicating aforwardable ticket.
If it doesn’t, and if you used ssh to connect thus providing an
encrypted connection, thenyoucanrun Ki nit -f toget
one, BUT ONLY RARELY!

To forward your forwardable ticket to aremote UNIX host, usea
K erberized connection program with ticket forwarding on.

a Checkfor forward = true in [ appdefaul ts] sectionof

/ et ¢/ kr b5. conf for your program of choice (ssh hasits own configuration). If
false, use the program’s command line option for ticket forwarding; hese are documented
in Chapter 13: Network Programs Available on Kerberized Machines.

Descriptions of the forwarding option (and other Kerberos functions) added to
the connection programs in the Kerberos V5 package can be found in Chapter
13: Network Programs Available on Kerberized Machines and at
http://ww- dcd. f nal . gov/ conput er security/ StrongAut h/
User Docs/ user - gui de. ht ml #SEC16.

Ticketsand IP Addresses: How forwarding works

A ticket normally includes alist of | P addresses from which it may be used. A
forwardable ticket may be presented to the KDC to obtain aticket with a
different address list, which can then can be forwarded to another host and
used from there.

The IP address (or list of 1P addresses) of the client is encoded inside of every
Kerberosticket. Thisinformation isused by application servers and the KDC
to verify the address of the client. By default, then, aticket that was acquired
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on one host cannot be used on another. Thisiswhere forwarding comesin. A
forwardable ticket (usually a TGT) can be used to request a new ticket, but
with adifferent |P address.

‘ The new I P addresses to be included in aforwarded ticket are determined from
the DNS entry for the target hostname. If that host turns out to have other IP
addresses which are not listed under that name, the forwarded ticket may or
may not be usable, depending on how that host routes packets to the KDC or to
the other nodes you try to access.

AS1 - A Note about AFStokensand Forwarding

Telnet, rsh and rcp and ftp work without strictly requiring that credentials be
forwarded. These programs aways present a service-specific credential to get
access, but don’t necessarily forward it to the remote system.

* For telnet, you typically want to forward your credential (and
automatically obtain an AFS token as needed), in order to avoid running
ki ni t overthenetwork. Butif you don't plan to make any further
connections from the remote host, and AFS is not running, forwarding is
not strictly necessary.

* For rsh you' d only need to forward if the remote process you' re invoking
might need to make afurther network access, or accessfilesin an AFS
file system.

* For rcp and ftp only the AFS case would lead you to want to forward
credentials.

A Word about Ticket Cachesand Forwarding

Forwarding actually involves asking the KDC to rewrite the ticket to be valid
from the remote machine instead of from your desktop. In the case of telnet,
the telnetd on the remote host receives the forwarded ticket, creates a
credential cachefilein /t np and putsits name into the variable
$KRB5CCNAME. The shell spawned by telnetd inherits this variable, so any
kerberos client programs you run in that shell will use the forwarded ticket in
that cache. If you then start an xterm process, it and the shell (or other process)
it spawns inherit this environment variable and therefore know where to find
your ticket. When the shell process created by telnetd exits, telnetd destroys
the credential cacheit created -- unlessthe host’s / et ¢/ kr b5. conf tells
telnetd “retain_ccache = true’. Asauser, you have no control over that setting.
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Example (UNIX)

You will automatically obtain a forwardable ticket if under
[ appdefaul ts] in /etc/ krb5.conf yousee forward=true set
for ki nit or | ogi n,depending on how you got your ticket. You can
awaysrun klist -f andlookforthe F flagintheoutput if you' re not
sure:
12/08/99 11:29:47 12/09/99 00:29: 47 krbt gt / FNAL. GOV@NAL. GOV
Fl ags: FIA

If you need to replace your ticket with aforwardable one, run ki nit -f.

Now, to forward this ticket to aremote host via telnet, first check under

[ appdefaul ts] in /etc/krb5.conf toseeif forward=true is
set for telnet. If so, justrun t el net <host>. If not,run tel net -f
<host> or tel net -F <host>. With -f, theforwarded ticket on the
remote host is not set as reforwardable, and thus you can’t forward it from that
host to another. With - F, the forwarded ticket is marked as reforwardable
from that host.

9.2.5 Renewing Tickets

In order to support both long interactive sessions and batch jobs, tickets can be
issued as renewablel, and given arenewable lifetime. Thislifetime must be
less than or equal to the maximum allowable renewable lifetime, which is set
to seven days at Fermilab. A renewable ticket still has the normal lifespan (up
to 26 hours), but before it expiresit can be renewed as long as its renewable
life has not expired. Once the ticket expires, new connections cannot be
opened, but existing connections are not terminated. The lifetime of the AFS
token that you get is equal to the Kerberos ticket’s renewable lifetime.

1.1fthe / et ¢/ kr b5. conf fileonthemachinesets r enewabl e=tr ue
and default _|ifetinme=<val ue greater than 26 hours>,
the user will get arenewable ticket by default when they first log in. The Fermilab tem-
plate for thisfiledoesnot set r enewabl e=t r ue, but the system administrator can
changethis.
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Make sure you read about k5push in section 9.2.6 Update Tickets on Remote
Terminal Sessions, which renews tickets on multiple remote sessions
simultaneously. For alocal session, how you go about requesting a renewable
ticket and renewing it depend upon your OS and software:

UNIX desktop with Ker- To request arenewableticket,use Ki nit -r

beros software <renewabl e | i feti me>. Thisrequires password
entry, therefore it must only be performed at the keyboard of a
strengthened machine or (infrequently) over an encrypted con-
nection.

To renew theticket, use Ki nit - R beforetheticket
expires. Ki nit - R doesnot require password entry.

Windows desktop with To request a renewable ticket, navigate to START > PRO-
WRQ® GRAMS > REFLECTION > UTILITIES > KERBEROS
M ANAGER to open the Reflection K erberos Manager appli-
cation. With your principal tab selected, click AUTHENTI -
CATE. Provide anon-zero value for RENEWABLE
DURATION. Seesection 4.7 Logging In Through WRQ®
Reflection Software from Windows.

To renew the ticket, again open the Reflection Kerberos Man-
ager application. With your principal tab selected, click

Windows desktop with To request a renewable ticket, use the command prompt, and
L eash32 and Kerberos type kKinit -r <renewable |ifetine> as
for UNIX.

To renew theticket, usethe Ki nit - R option beforethe
ticket expires. Ki ni t - R doesnot require password entry.

Macintosh desktop with It appears that tickets obtained via the Macintosh Kerberos soft-
Kerberos ware are renewable by default (although the “R” flag does not
appear). To renew aticket, invoke the KERBEROS CON-
TROL PANEL (from CONTROL PANEL S under the Apple
menu, from the KERBEROS M ENU in the menu bar, or from
the KERBEROS CONTROL STRIP module). Click
RENEW TICKETS....

Remote Kerberized host via | Run the command new port al -ti cket and useyour
Portal Mode CRY PTOCard.

Example
Request arenewable ticket with a maximum renewable lifetime of four days
usingthe -r option:
% kinit -r 4d
Password for aheavey@NAL. GOV:  <---typeyour password here.

Then, before the default lifetime of 26 hours has passed (you cannot renew an
expired ticket), and before four days expire, renew the ticket using the - R
option:

%Kkinit -R
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The ticket will remain active an additional 26 hours or until its original four
day term expires, whichever comes first.

9.2.6 Update Ticketson Remote Terminal Sessions

What do you do when you have connections open to remote machines, and
your tickets on these machines expire? Well, you most certainly don't run

ki ni t overthenetwork! And it turnsout you don't have to exit and restart
each session, either:

* You can push your valid tickets from your local machine to these remote
machines viaascript called k5push.

* From Windows (using WRQ® Reflection) you need to connect to a
remote UNIX host first and run k5push from there, aswe'll show you.

* For a session authenticated using a CRY PTOCard, use
new- portal -ti cket, asdescribed in section 5.7 Reauthenticate
using your CRYPTOCard.

k5push

Authenticate to Kerberos locally first beforeusing k5push. The k5push
script connects to an open session on aremote UNIX system using Kerberized
r sh, and updates the remote ticket cache filein / t np with the new tickets
from your desktop machine. k5push doesnot create aticket cache; one must
aready exist on the remote node. To run the script, type this command at your
local session prompt:

% k5push <host 1> [ <host 2> <host 3>...]

The script makes quite a few checks to make sure that the ticket file isreally
one of yours, and belongs to arunning session. The k5push scriptis
included in the Fermi Kerberos product as of v1 5. Itisalso available from
http://ww. f nal . gov/ docs/ st rongaut h/ m sc/ kbpush_scri
pt.txt.

k5push options

1. You can run this to an account with a different name:
% k5push <user name>@host > [ [ <user name>@ <host2> .. .]

but be aware that if the target account is a shared account, you might update
other users’ ticket files with your tickets.

2. You can keep alist of systemsto update in atext file, and run:
% k5push -f <file>
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to update them simultaneoudly. (From UNIX, this file must be local; from
Windows, this file must be on the UNIX host to which you connect.) Thetext
file must list hosts and/or accounts on hosts each on a separate line, e.g.,:

<host >. f nal . gov
<host >. <donmi n>
<account >@chost >. <domai n>

Using k5push from Windows with WRQ®

Asusual, usethe WRQ® Reflection Host - UNI X and Digital program to run
your remote VT100 sessions. Use the WRQ® Reflection X Client M anager
torunthe k5push command onaremote UNIX host session. If you usethe
-f option with afile, the file must exist on this UNIX host.

To update tickets on a single remote session:

» verify that the kSpush program exists on the remote UNIX host, and find
its path (usually / usr/ kr b5/ bi n)

* invoke the WRQ® Reflection X Client Manager, if it’'s not already
running

« on theright half of the X Client Manager window (as displayed in the
default “ Split Window Vertically” view), do the following:

-add adescription (e.g., k5push (host name vi a KERBERI ZED
TELNET))

-select KERBERI ZED TELNET as the connection method
- enter the remote host name
- enter the command / pat h/ t o/ kSpush [ user nane@ host

—Connection type

=l
Cliert Connection

De=zcription: I kapush (bldirix6S via KERBERIZED TELMET)

—Connection setings

Methiod: [HERBER\ZED TELKET =]
Host name: I bldiriz85 . fnal gov j
Command; I fuzrkrbShinkSpush ahesvey@bldini=65 j

Connect I &dvanced...l Help |

* Still on the X Client Manager window, click ADVANCED...
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- On ADVANCED CLIENT CONNECTION SETTINGS, make sure the
prompt symbol you need is shown; also check NEVER CLOSE CLIENT
STARTER CONNECTION (and if shown, check HOST RESPONSE).

- Click CONFIGURE KERBEROS.

- On SECURITY PROPERTIES, verify that REFLECTION KERBEROS,
MUTUAL AUTHENCATION, and FORWARD TICKET are checked.
Verify that principal, realm and User 1D are correct. Click OK.

- Back on ADVANCED CLIENT CONNECTION SETTINGS, click OK .

* Back on the X CLIENT MANAGER window, if necessary, open
CONNECTION > HOST RESPONSE to monitor the process. Click
CONNECT.

In the HOST RESPONSE window, you should see a session open to the
remote host and seethat it runsthe k5push command asyou entered it:

ES Reflection X Host Response ] o ] 4

kBpush on bldinixE5

Monitoring connection...

The “wiitten *ord Sofbware has been installed an this machine
and are located in Aopt/Twiwsw. To access the latest version
of the products, add fopt/ T'wwsw/bin to your path.

To get a list of all installed packages from The \whitten 'wiord,
tupe “verzions -b | grep Thwia".

Terminal type iz 100

< bidiriE5:

AuzrkrbBAbinkBpush aheavepi@bldinEs
There are no available articles.

biff: Command not found.

<bldiriE5> <bldiriE5:

izzing name for redirect.
<bldinxB5> fuzr/kib5/bindkBpuzh aheavepi@ibldinE5

Updating keys for aheavey aheave on bldinkgs
<bldiizh53 | -

Cloze | SaveAsl Clear | Help |

If you have multiple remote sessions and want to update credentials on all of

them simultaneously:

« first choose one of your remote VT100 sessions as the “ primary”

* on the primary host, verify that the k5push program exists, and find its
path (usually / usr/ kr b5/ bi n)

» create afile on the primary host with all the necessary hostnames, as
described above

* invoke the WRQ® Reflection X Client Manager, if it’'s not already
running

« fill intheright half of the X Client Manager window as described above,
including the ADVANCED... options. Replace the command with:

% / pat h/ t o/ kS5push -f filenane
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9.3 Account Access by Multiple Users

Kerberos provides away to grant account login access to multiple users, each
with his’her own principal. Theremust bea . k51 ogi n fileinthe account’s
home directory and the principals must obtain credentials before logging into
the shared account.

9.3.1 The .k5login File

The . k51 ogi n fileisatext filethat may exist in an account’s home
directory on aUNIX machine. It containsalist of the principals who have
permission log into the account. Authenticated principals that are listed in the
file can log in and use the account without limitations. A . k5l ogi n fileis
valid only on the individual strengthened host on which it resides.

Make surethat al principalsthat require login access arelisted init, including
your own FNAL.GOV principal! Each principal must be on a separate line,
with no trailing blanks.

Thisfile overrides all other rules for granting login access!

Do you need a .k5login file?

Aslong asthe only principal to log into your account isyour own FNAL.GOV
principal, and your principal matches your login id, you don't need a

. k51 ogi n file. If other principals need login access to the account, and/or if
your login id doesn’t match your principal, you need one. And it must include
your own principal!

Sample .k5login

xsm t h@NAL. GOV

gj ones @NAL. GOV

j enni f er p@NAL. GOV

j peder sen@WUNI V. EDU

9.3.2 About Group Accounts

Sharing of any Kerberos password is aviolation of Fermilab policy.
Therefore, amultiple-user account must havea . k51 ogi n fileinitshome
directory containing an entry for each user that needs to log into the account.
The account may have but does not need a corresponding principal .
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AFS

AFS

AFS

AFS ACL s should be set up so that everyone in the group can read (and write,
if necessary) the files with his’her own AFS login and token. (This avoids the
problem of running kl og with agroup AFS password.)

Userslog in to the multiple-user account as follows:
1) Authenticate to Kerberos under your own account.
2) Log in to the multiple-user account, by identifying it on the connection
program command line, and forward the ticket, e.g.,
%telnet -f -1 <group-account-nane> <host >.
3) Assuming tickets are automatically forwarded, you' re now logged on

under the account name, but your Kerberos ticket and AFS token are
associated with your principal name.

4) Run kl og to get an AFS token for the group account. If AFSis
installed, you need to set the ACLsfor file permissions for each
principal .

9.3.3 The .kbusersFile

If you want to give restricted super user access to your account to another
principal (access method limited to ksu; see section 13.7 Kerberized su
(ksu)), you can createa . k5users file. The . kSusers fileissimilar to
the . k51 ogi n file, except that each principal isoptionally followed by alist
of commands which restricts the principal to those commands, and thefileis
only consulted by the ksu command.

Hereisasample . kbusers file

firstuser@WUN V. EDU /bin/ls /usr/bin/nore

seconduser @WUNI V. EDU / bin/ls

j enni f er p@NAL. GOV

j peder sen@WUNI V. EDU
Thisrestricts the first and second listed principal sto the shown commands, and
prohibits j enni f er p@NAL. GOV and j peder sen@AUNI V. EDU
from executing any command.

Two bombs:

» Be aware that arbitrary flags and arguments may be given to the listed
commands by the authorized ksu user.

* If you list aprincipal more than once in thisfile, only the first entry is
used.

If AFSisinstalled, you need to set the ACLsfor file permissions for each
principal.

9-16 UsingKerberos



9.4 Using Root Instance of your Principal

9.4.1 What isa Root Instance of a Principal ?

A Kerberos principal hasthree parts and is of the form
primary/instance@EALM For auser, the instance portion is generally
null, and the principal isof theform pri mar y @GREALM If the instanceisnot
null, the instance portion gives information that qualifies the primary, and is
generally used to describe the intended use of the corresponding credentials.
The root instance of aprincipal isalso caled a/root principal. The word root
in <username>/root@FNAL.GOV need not have anything to do with the
UNIX root account, although that is presumed to be one of the most common
uses. All /root principals are created with the DISALLOW_FORWARDABLE
flag set so that tickets are always unforwardable. Thetickets also have a
shorter default lifetime.

A root instance of your principal isonly useful if your system administrator
wants to make use of its restrictive ticket properties to protect sensitive
accounts. Typically these accounts are set up witha . k51 ogi n file
containing only /root principals. Your system administrator should inform you
if you need to obtain a/root principal.

9.4.2 How do You Useyour /root Principal?

To connect to such an account via a network connection from your desktop,
you need to first ki ni t onyour local machine as <user>/root (we use
me/root as an example) and specify “ nonforwardable ticket” with the - F

flagh:
% kinit -F me/root[ @NAL. GOV]

Now, connect to the sensitive account on the remote host using all of the
options shown here:

%telnet -x -N -1 <sensitive_account_name> <renote_host >
where:
* - X encrypts the connection (generally a good idea)

- N tellsthe program not to forward tickets (you’ll get an error if you fail
to include this)

1. If the Kerberos configuration file (/ et ¢/ kr b5. conf ) specifiesforwarding “on”
and you leave off the - F, you'll get an error.
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*-| <sensitive_account nane> logsyouindirectly to the
named account. If you didn’t include this, the remote host would try to
log you into an account with the same name as your local UNIX
username.

Note that once you' re logged in remotely, you have no tickets. You cannot use
any Kerberized services from here to connect to other accounts or machines.

If the sensitive account isin AFS space, or if you require read/write accessto
nonpublic AFS areas from that account, you need to authenticate the machine
to AFS. Contact your AFS administrator for assistance.

9.4.3 How Should You NOT Uselt?

There are some limitations associated with the use of /root principalsfor access
to privileged accounts, and that iswhy their use is not mandatory.

* Youcan't use ksu (or other Kerberized client) on aremote machine
under your /root principal because you don’t have tickets on that machine.

* Never type your /root principal password over the network except onrare,
necessary occasions; always authenticate on your desktop machine.

* Do not use your /root principa with unencrypted CRY PTOCard
connections, and rarely if at all with encrypted CRY PTOCard
connections. Remote authentication for the /root principal would require
transmission of the password.

9.4.4 How do you Maintain Credentialsfor your Normal
Principal while Using the /root Principal?

To maintain tickets on your desktop machine for both instances of your
principal, you must keep the ticket caches separate. First authenticate under
your normal principal, e.g.,:

%Kkinit [me[ @NAL. GOV]]

This getsyou aticket cache in the default area. You may find it useful to pick
one of your local xterm windows to use for your /root principal (maybe give it
aspecidl title bar or color) and set a separate ticket cachefile there. In that
window, reset the environment variable KRB5CCNAME to alocation for the
/root principal ticket cache, then authenticate under your /root principal to get
(nonforwardable) tickets for this instance without overwriting the ones you got
as“yourself”:

% set env KRB5CCNAME [/t np/ kr b5¢cc_ne_root _$$
% kinit -F nme/root[ @-NAL. GOV]
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When you request a Kerberized service, Kerberos will look at the credential
cache to which KRB5CCNAME points, and assume that the principal holding
this cacheis the requestor. Reset this variable to the other cache as necessary.
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Chapter 10: Miscellaneous Topicsfor the User

In this chapter we document a variety of common operations that work
differently in the Fermilab Kerberized environment.

10.1 Running Xwindows

10.1.1 UNIX

Typically, a process on aremote kerberized host isn’t automatically given
accessto your local X display (asit iswhen you use ssh). There are afew
solutions to this. Oneisto use the kerberized ssh vl 2 27g which is now
available from the KITS repository. Another isto use kerberos and give
accesswith xaut h, eg.,:

%rsh -n -f -x <renote_host>.fnal.gov -1 <usernane> \
xauth add ‘ xauth list $DI SPLAY

(Those are backquotesaround xaut h |i st $DI SPLAY.) Executing a
command like this can be made more convenient. You can create an alias or
shell script that sends over your xaut h magic cookie (or performs an
xhost +<renot e_node> localy, if youuse xhost, butit's
considerably less safe -- someone on that host could get access to your screen
and keyboard). Run it before starting the connection program (telnet will
forward the $DISPLAY, other utilitieswill not). Change the script to mode
755. Hereissome sample content for such ascript, whichwecall kxt el net
(this script is untested, but it's similar to a script that’s known to work!):
#!/ bi n/ sh
if [ $# !=21; then
echo "usage: kxtel net RenoteHost Nane Renot eUser Name" 1>&2
exit 1
fi
case "$DI SPLAY" in
:*) di sp=' host nane’ $DI SPLAY; ;
*)  di sp=$DI SPLAY; ;
esac
lusr/krb5/bin/rsh -n -x -1 $2 $1 xauth add ‘xauth |ist $disp’
exec /usr/krb5/bin/telnet -x -1 $2 $1
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(Inthe 7th line, : *) di sp=" host name* $DI SPLAY; ; , those are single backquotes
around host name. Samefor xauth Iist $di sp in2ndtolastline) Instead of a
script, you can set up an aliasfor acommand like the following, and run it each
time you restart Xwindows, before connecting to the remote host:

% xauth nlist <localnode>:0 | ssh <renotehost> xauth nmerge -

or

% xauth nlist <localnode>:0 | rsh -f -x <renotehost> \
xaut h nmerge -

Run this manually rather than with st art x so that you can till get into
Xwindowsiif for some reason thisfails.

10.1.2 Windows NT4/98/95

If you plan to run any X applications, you’ll need an X window manager. The
Reflection X Client Manager (or other X manager, e.g., the Hummingbird
eXceed window manager) must be running before any X client connections
can be opened. You may want to place a shortcut to your X manager in
PROGRAMS > STARTUP s0 that it starts automatically when you log into your
PC. (Andif o, it'sagood ideato specify “Run: Minimized" in the shortcut
properties.) We document only the Reflection X Client Manager.

In the kerberos-users@fnal.gov mailing list archive, you can find a message
containing couple of handy scripts for connecting to nodes using WRQ®
Reflection X. Search for “handy scripts’ and you'll find the right message!
The first script shows how to use your own kerberos principal to log in to your
own account on aremote node. The second script shows how to use the your
/root principal (see section 9.4 Using Root I nstance of your Principal) tologin
to a different account, where forwarded/renewable tickets aren’t allowed.

To start Reflection X manually, navigate to START > PROGRAMS >
REFLECTION > REFLECTION X. Click on it and the following screen comes

up:

1. Message reference:  Item #: 001654, Date: 01/11/03, Time: 09:14, Subject: “handy
scripts for connecting to nodes using WRQ Reflection X”.
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The best thing to do at this point is to minimize the above window, start a
telnet session, and run X applications from there as described in section 5.6.2
Run a telnet Session to Kerberized Host. Once you' re connected, verify that
your $DISPLAY is set correctly on the remote host (at Fermilab, this should
already be set for you in your UNIX login files; if it's not, check these files).

Connect Directly from X Client M anager

You can opt to connect to a host directly from the X CLIENT MANAGER
window, but it does not provide encrypted connections. Donot ki nit from
an X window!

To connect using this window, choose a connection option from the left pane
and customize it as desired, or create (and optionally save) a new connection
configuration. Intheright-hand pane, select KERBERI ZED TELNET asthe
METHOD (if you leaveit asjust TELNET, the remote host will respond in
portal mode). Then click CONNECT.

Run atelnet Session with Automatic X Application Startup

For applications that you run often, you might find it useful to configure a
telnet connection that includes an automatic X application startup. Thisis
described in section 19.6.4 Connect to Host with X Application Sartup. Once
you have your host-specific, application-specific configurations created and
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saved, they should appear in the REFLECTIONS SESSIONS folder. To invoke,
double click on the file corresponding to the host/application you want. The
system will log you in and start the application in your X window manage.

If you let the WRQ® X client starter closetheinitial telnet connection after the
X client starts, your remote credential cache will be destroyed. You should
either copy your credential cache to another file, or check the box that keeps
theinitial telnet open.

Procedures for other Windows X window manager products are not
documented here.

.1.3 Macintosh

We are not recommending any particular X client for Macintosh, and the
process of bringing up X windows will depend on the software used.
Suggested web sites for getting information are

http://ww. ncsu. edu/ mac/ sma/ sma. ht m and
http://web. mt.edu/ cggriffi/ww macker ber os/.
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10.2 Usage Notesfor PC’'swith WRQ®
Reflection I nstalled

10.2.1 Cutting and Pasting

To cut and paste between a VT termina window and your Windows
applications using the default mouse mapping™:

1) Select the information in the X terminal window using the left mouse
button.

2) Click the right mouse button to pop up a menu. Select CuT or COPY.
3) Click inyour local application where you want to paste.

4) Click the right mouse button to pop up a menu. Select PASTE.

10.2.2 Using Matrix through X Windows I nterface

If you use the Computing Division’s Matrix product through the X windows
interface (i.e., the software is not locally installed on your NT machine), then
you must change a couple of itemsin the configuration. Open the X Client
Manager (START > PROGRAMS> REFLECTION > REFLECTION X) and go to
SETTINGS:

» Select COLOR.... Inthe COLOR SETTINGS area, change DEFAULT VISUAL
TYPE to PseudoCol or Enul ati on. Click OK.

*» Select FONTS... and under OPTIONS, check Al | ow font scal i ng.
Click OK.

10.3 Automated Processes

10.3.1 Specific-User Processes (cron Jobs)

The kcroninit product is provided for setting up cron jobsin a Kerberized
environment. It getsinstalled automatically as part of the ker ber os product,
and as of kerberosv0_6, it works without systools. kcroninit creates the
necessary cron principal and keytab file so that cron jobs may be authenticated

1. You can reconfigure the mouse mapping. Navigate to the UNTITLED - REFLEC-
TION FOR UNIX AND DIGITAL window and find it on the SETUP menu.
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under the user’s principal. kcroninit can be used on each node where cron
jobs need to be authenticated, either for AFS tokens or for remote access to
other Kerberos systems.

For no discernible reason, many systems have been found to have permission
701 on / var/ adm which stops kcroninit from working for any user in the
group to which that directory belongs. Make sure this directory is set to mode
711 or 755 before trying kcroninit. A later version will fix this problem
automatically when encountered.

To configure acron job, follow this procedure:

1) First, create the cron principal and keytab file. You will need to enter
your Kerberos principal and password, so you must be on a secure
channel. (Thekcroninit program will create the new principal
<user >/ cron/ <host >. <domai n>@NAL. GOV for the current
user, host and domain, and will write the corresponding keytab file.)
Run the commands:

% set up perl
% setup kcroninit

% kcroninit

2) Usethe kcron command to initiate the cron jobsin an authenticated
manner. Note that you will need to specify the full pathto kcr on,
sincethisisnot normally in your $PATH at the start of acron job. Inthe
following sample crontab entry, the command
/ home/ fil es/ myj ob -ak isauthenticated as
<user >/ cron/ <host >. <donmai n>@REALM> (Thisis sufficient
if authentication is needed only for access to the user’s AFSfiles):

02 * * 0,4 /usr/krb5/bin/kcron /hone/files/mnmyjob -ak

3) For access to remote systems, the . k51 ogi n file on the remote end
must allow access to
<user >/ cron/ <host >. <domai n>@NAL. GOV. If you're just
creating thisfile, don't forget to add your <user >@-NAL. GOV
principal, too.

To destroy the principal and keytab file (and prevent authenticated cron jobs
from running under your account on this node), run:

% setup kcroninit

% kcr ondest r oy
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10.3.2 Processes Running asroot

If you' re setting up an automated process such as acron job, you have to
arrange for it to get credentials when it runs. If the processis running as root,
it issimplest, both conceptually and practically, to consider that the host on
which the job runsis the party responsible for the accesses it initiates, and to
haveit usethe / et c/ kr b5. keyt ab to obtain credentials as

host / <host nane>. <domai n>. To do so, first set the variable
KRB5CCNAME, eg.,:

% KRB5CCNAMVE=FI LE: / t mp/ kr b5cc_r oot _$$

Thenrun ki nit:

% /usr/ krb5/bin/kinit -k host/<hostnanme>. <domai n>
When you' re done, get rid of the tickets:

% / usr/ kr b5/ bi n/ kdest r oy

10.3.3 Non-root, Non-Specific-User Processes

Here is a scheme that works for jobs that run neither as root nor as a specific
user. This scheme provides AFS access.

First, contact the Computing Division’s KDC administrator via
nightwatch@fnal .gov and describe the job that you want to set up. Some
discussion may be required to determine if this method is appropriate for your
needs. If you agree to go ahead, the KDC admin will need the following
information:

» aname for your job (<j obnane>)
* the name of your division, section, or experiment (<gr oup>)

« the hostnames that will need to initiate K erberos-authenticated network
connections for thejob (<host nanme>. <domai n>), or ...

the names and principals of one to three people in your group who will be
the Kerberos “ sub-administrators’ for the job

Setting Up the Task

The KDC administrator creates a principal

<user >/ <gr oup>/ <j obname> for each Kerberos “sub-administrator”,
gives each one a password, and describes any extra steps that need to be taken.
These principals have the authority to create, delete and change passwords for
all the principals matching the pattern <j obname>/ <gr oup>/ *.

If you're working on afarm cluster, there are certain tools available that other
random systems don’t have. The KDC administrator can create the specia
farm principal names such that when ajob starts on the farm, it will have both
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aKerberos TGT as <j obnane>/ <gr oup>/ f ar m and an AFS token as
AFSuser <j obname>. Inthiscase, the KDC and farm administrators take
care of everything; the rest of the instructions do not apply.

The Kerberos * sub-administrators’ in your group will need to:

e create aprincipal <j obname>/ <gr oup>/ <host nane>. <domai n>
(@REALM isimplicit) for every host which may initiatea <j obnane>
network activity.

* create a keytab file on each host containing an encryption key for the
<j obname>/ <gr oup>/ <host name>. <domai n> principal and putitina
file somewhere such that only the right UNIX id(s) on that host have
accessto it.

In order to create the principals and keytab files, do the following as the
<j obnanme> user on each host (the kadm n commands should be issued
onasingleline):
% / usr/ krb5/shin/ kadm n -p <user >/ <group>/ <j obnanme>
Enter password: <--typeinyour password

kadm n: addprinc -randkey
<j obnane>/ <gr oup>/ <host nane>. <domai n>

kadmi n: ktadd -k /path/to/keytab/file
<j obnane>/ <gr oup>/ <host name>. <domai n>

kadm n: exit
Then, in the home directories of the accounts which will be the targets of

<j obname> activity, list al theinitiator principasina . k5l ogi n fileas
usua, e.g.,:

<j obnane>/ <gr oup>/ host 1. f nal . gov@NAL. GOV
<j obnane>/ <gr oup>/ host 2. f nal . gov@NAL. GOV
<j obnane>/ <gr oup>/ host 3. f nal . gov@NAL. GOV

Running the Task

In all your scripts, includea ki nit command asfollows:

%kinit -k -t /path/to/keytab/file
<j obnane>/ <gr oup>/ <host nane>. <domai n>

Thismust occur in the script before the script initiates a network access. (If the
hostname is properly set to the full domain name, you could just use

‘host nane’ inthelast argument.) If you need accessto AFS but your
host's / et ¢/ kr b5. conf filedoesnot specify kr b5 _run_akl og =
true asan [ appdefaul t] for kinit,thenaddanexplicit -a flagto
ki nit,orrun akl og asaseparate step.
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10.4 Sending Data from Unstrengthened to
Srengthened Machines

Sending data from the strengthened realm to an unstrengthened machineis
straightforward via FTP or an r-command. Portal mode FTP isavailableto
handle sending data from an unstrengthened machine to a strengthened one.

If the strengthened target machine has a properly configured anonymous

I ncom ng FTP directory, an outside process (which can be running on an
unstrengthened machine) can deposit datainto it. 1f the target machine is not
configured properly, the outside process can send an unauthenticated signal,
e.g., an email or some other connection that signals “look for data now”, and
the strengthened target machine can initiate a pull.

10.5 CVS

Different groups may implement CV S differently under Kerberos at Fermilab.
Here we discuss the Computing Division’s recommended configuration which
Isused for itsrepository CDCV'S. This configuration isalso used by SDSS and
the CD/DO/CDF Run I Code Management Working Group.

cvsh v1_4 supports Kerberized access to CV S repositories. CVSusesthe
cvsuser account. On the server side, cvsh must be made the default shell for
the cvsuser account. Users must be added to that account’s . k51 ogi n or
. kbuser s file. Ontheclient side, users can access the CVSrepository via
ssh (authorized key access allowed), Kerberized rshl, or pserver. Soif you
have been accessing arepository via (nonKerberized) rsh, you' Il need to
convert.

This configuration and converting to it is documented at

http://cdcvs. fnal . gov/ connecting. html and

http://ww. fnal . gov/ docs/ product s/ cvs/cvs_ssh. htm .
CDF users can reference

http://ww- cdf. fnal.gov/of fline/code_nmanagenent/ D st
/ doc/ cvsaccess. t xt .

To run anonKerberized CV S client on a Kerberized machine, you can run two
sshds:

1) the first runs on a separate | P address, allows RSA authentication, and
allows only cvsuser to log in (cvsuser uses arestricted shell which

1. If you're using Kerberos rsh as the transport, and if your /etc/krb5.conf [appdefaults]
says "forward = true" for rsh (or for al apps), then you have to have a forwardable ticket
or create awrapper script that does "rsh -N".
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alows only CVS commands).

2) the second sshd runs on the usual IP address (but it is specified) and
allows anyone to log in with Kerbreros authentication.

The CVSROQT is advertised using the | P address from item 1.
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